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The AI Frontier: 
Next-Gen Cyber and Forensic Response



Todays Presentation – in 60 Seconds

• Key Takeaways from the Cyber Incident 
Response conference in Denver, June 2026

• Adopting responsible AI Governance - Digital 
Forensic and Incident Response Examples

• Practical application of AI in New Zealand 
employment forensic matters

• Insights into the use of AI tools to prepare this 
presentation and other work
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Topic

Cyber Incident Response Conference, June 2026
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AI & LLMs in Modern Defense
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LLM-Powered Forensics

Deploying AI models to parse and logs dynamically. 

Solutions like StealerLens demonstrate how specialised LLMs 

drastically accelerate InfoStealer triage. 

Adaptive AI Defense Models

Developing protective guardrails and adaptive threat models as 

adversaries pivot. Implementing robust prompt validation 

frameworks protects core detection models from ingestion 

poisoning.
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Simulations & Active Readiness

• National Simulations: Insights from complex operations highlight the 
need for scaled, stress-tested playbooks.

• Layered Tabletops (TTX): Modern training demands multi-tiered 
tabletop exercises modeling complex supply chain failure chains.

• Frontline Recovery Lessons: Front-line briefings assert that 
continuous rapid recovery simulation is as vital as intrusion 
detection.



The Human & Operational Pivot

• Reframing heavy technical jargon into strategic, business-coherent reporting 
to elevate executive buy-in during active incidents.

• Mitigating systemic operational burnout by transitioning analysts away from 
alert verification and toward autonomous containment engineering.

• Advanced approaches to stitching disparate digital artifacts into integrated, 
unified timelines for accelerated root-cause analysis.

• Solidifying FIRST's core mission of fostering global cross-border trust loops to 
dismantle advanced adversarial infrastructure.
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Verizon 2026 Data Breach Investigations Report

• 19th Edition

• 31,861 security incidents that 
compromised the integrity, 
confidentiality or availability of 
an information asset.

• 22,625 breaches that resulted 
in the confirmed disclosure of 
data to an unauthorised party.

• System Intrusion increasing as 
an Incident Classification
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Key Findings



Verizon - Initial Access Vectors



Adopting responsible AI Governance
Digital Forensic and Incident Response Examples
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Practical application of AI in
New Zealand employment forensic matters

Topic



Insights into the use of AI tools
to prepare this presentation and other work
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Sample Output
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Cybersafehq.com



Sample Output
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KiwiGen.AI



Thank you

Campbell McKenzie

0800 WITNESS

021 779 310

campbell@incidentresponse.co.nz

incidentresponse.co.nz
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