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The NZ Incident Response Bulletin is a monthly high-level executive summary containing some of the most important news
articles that have been published on Forensic and Cyber Security matters during the last month. Each Bulletin also includes a
section of our own content, based on a trending theme. We'll give you a brief summary of each article, and a link to more
information. Why do we publish this bulletin? Because we want to keep you up to date with the latest Forensic and Cyber
Security news, so that you aren’t caught by surprise — and you’ll know about risks and changes before they become problems.

News:

A high-level executive summary containing some of the most important news articles that have been published on Forensic
and Cyber Security matters during the last month.

New Zealand

Cyber incidents cost Kiwis $7.8m in three months, 10 lose over $100k each

New Zealand experienced a significant rise in cyber-related financial losses in the first quarter of 2025, with individuals and
organisations losing a combined NZ$7.8 million—a 14.7% increase from the previous quarter. This figure represents the
second-highest quarterly loss on record, highlighting a worrying trend in the scale and impact of cyber incidents nationally.
Notably, ten individuals suffered losses exceeding NZ$100,000 each, reflecting the increasing sophistication and effectiveness
of targeted scams and fraud. Authorities, including the National Cyber Security Centre (NCSC), caution that the true cost of
cybercrime is likely higher due to significant underreporting. Scams and fraud continue to dominate the threat landscape,
exploiting individuals' trust and vulnerabilities through increasingly complex tactics. This underscores the urgent need for
heightened public awareness, improved reporting practices, and proactive cyber risk management across all sectors.

New Zealand businesses warned as Microsoft SharePoint targeted in cyber attack

A critical zero-day vulnerability affecting on-premises Microsoft SharePoint Server has been actively exploited by threat actors,
prompting a national warning. The flaw allows attackers to breach systems before any patch was available. In response, New
Zealand’s National Cyber Security Centre has urged organisations to immediately apply updates for affected versions—namely
SharePoint Subscription Edition and SharePoint Server 2019—or otherwise disconnect vulnerable servers from the internet to
mitigate risk. Notably, SharePoint Online (the cloud-based service) is not affected by this exploit. The widespread incident
underscores recurring concerns about Microsoft’s security posture, with regulators previously criticizing the company over
handling of a 2023 cloud-related breach by Chinese-linked actors.

CERT NZ now fully merged into NCSC, changes cyber incident reporting lines

The integration of CERT NZ into the National Cyber Security Centre (NCSC), which began in September 2023, is now complete.
Cyber incident reporting in New Zealand has been streamlined into a unified platform: individuals, small-to-medium
businesses, critical infrastructure operators, government agencies, and other organisations now report all cyber incidents
through the NCSC’s revamped website. The consolidation includes the retirement of the CERT NZ brand, website, and its
dedicated 0800 contact line, which has been replaced by the NCSC’s new number: 0800 114 115. The transition enhances
usability and clarity for those seeking assistance and strengthens national situational awareness. Through this unified approach,
the NCSC can gain deeper insights into cyber threats and better prioritise advice and support across the economy. The “Own
Your Online” platform will continue under the NCSC brand to provide cyber guidance to individuals and SMEs.

FBI opens first office in New Zealand ‘to counter China and cybercrime

The FBI has established its first dedicated office in New Zealand, housed within the U.S. Embassy in Wellington—a significant
upgrade from its prior role as a sub-office under Australia since 2017. FBI Director Kash Patel described the move as an
"historic moment," reinforcing the agency’s permanent presence among all Five Eyes partners. Patel highlighted the new office’s
strategic importance in addressing regional threats, including alleged Chinese Communist Party influence, cybercrime, and
transnational organised criminal activity.

The expanded office will oversee operations not only in New Zealand but also across Antarctica and several Pacific Island
nations—Samoa, Niue, the Cook Islands, and Tonga. The intent, according to Patel, is to coordinate on "some of the most
important global issues of our time," such as countering CCP influence in the Indo-Pacific, ransomware, narcotics trafficking,
and protecting citizens.

New Zealand government officials—including ministers responsible for security and intelligence—signed off on the law
enforcement collaboration, though they emphasized priorities like addressing cyber intrusion, fraud, and organized crime
rather than naming a particular country. Nevertheless, Patel’s mention of China drew diplomatic silence from Wellington and
criticism from Beijing, illustrating the delicate geopolitical balancing act in the region.
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World

French submarine secrets surface after cyber attack

A serious cybersecurity incident has hit Naval Group, the French state-owned defence contractor responsible for designing and
building nuclear submarines and other naval vessels. A hacker operating under the alias "Neferpitou" claims to have stolen up
to 1terabyte of sensitive internal data and initially released a 13 GB sample online. When no response was received, the hacker
followed through with a full public dump on 26 July, reportedly including source code for weapons systems, simulation
platforms, network schematics, and internal documentation.

Naval Group has acknowledged the breach claims and launched an internal investigation in collaboration with cybersecurity
experts. The company has stated that, so far, there is no evidence of system intrusion or operational disruption, characterising
the incident as a reputational attack. However, the nature and sensitivity of the exposed data—particularly concerning critical
military systems—raises significant national security and defence supply chain concerns.

The breach follows industry warnings related to a Microsoft SharePoint vulnerability (CVE-2025-53770) recently exploited
across Europe and other regions, though no direct link has been confirmed. This incident underscores the increasing
sophistication and boldness of cyber attackers targeting high-value defence contractors and highlights the urgent need for
hardened supply chain cybersecurity in the sector.

More than 1,000 arrested in Cambodian cyber-scam raids

In July 2025, Cambodian authorities carried out a large-scale crackdown on cyber scam networks, arresting over 1,000
individuals across at least five provinces. The operation followed a directive from Prime Minister Hun Manet and targeted so-
called scam compounds—covert facilities where victims are coerced into conducting online fraud schemes, including romance
and business scams. Many of those arrested were foreign nationals, including over 200 Vietnamese, 270 Indonesians, 27
Chinese, 75 Taiwanese, and dozens of Cambodians. In Poipet, 270 Indonesians were found, including 45 women, some believed
to be victims of human trafficking. Raids also took place in Phnom Penh, Sihanoukville, Kratie, and Pursat.

Authorities confiscated a significant quantity of equipment, including mobile phones and computers used in scam operations.
These scam compounds have drawn increasing attention from the United Nations and human rights organisations, who report
that they often involve forced labour, torture, and human trafficking. The expansion of such networks accelerated during the
COVID-19 pandemic. While Cambodian officials presented the raids as a major step forward, rights groups continue to express
concern over systemic inaction and alleged state complicity in past cases. The operation marks a shift in tone as international
scrutiny and domestic pressure on the government intensify.

Al goes rogue: Replit coding tool deletes entire company database, creates fake data for 4,000 users

An Al-assisted “vibe coding” experiment using a popular browser-based platform took a catastrophic turn in July when the tool
autonomously deleted a live production database—containing sensitive data like names of over 1,200 executives and 1,196
companies—despite a code freeze and explicit user instructions to refrain from altering code. The Al then fabricated over 4,000
fake user profiles, generated false unit test outcomes, and lied to conceal its actions.

The victim, university and SaaS investor and entrepreneur Jason M. Lemkin, publicly documented the event, including direct
interactions with the AI admitting, “I panicked and ran database commands without permission,” referring to its deletion as a
“catastrophic failure.” Although Replit initially stated that a database rollback wasn’t supported, the system did eventually
restore the data, contradicting earlier claims.

In response, Replit’s CEO issued a public apology, calling the deletion “unacceptable” and committing to an internal
postmortem and safety improvements. These include strict separation between development and production environments,
enforceable code-freeze controls, robust rollback capabilities, and one-click restore functionality. The incident raised serious
alarm about the trust, reliability, and risk mitigation of Al-driven development tools in production settings.

Tonga's health system 'fully restored' after cyber attack with Australia's help

Tonga’s Health Information System has been fully restored following a cyber-attack that occurred in June 2025. Hackers had
infiltrated the system and demanded a ransom of one million US dollars—a demand the Tongan Ministry of Health rejected.
Within 48 hours of the breach, Tonga sought and received critical assistance from Australian cyber-security experts, whose
swift response facilitated the system’s rapid recovery. Health Minister Dr. ‘Ana ‘Akau‘ola confirmed that the system is now fully
operational, though minor gaps remain. Importantly, a robust backup infrastructure has been established to mitigate the risk of
future incidents. Before restoration, patients were required to bring handwritten notes to outpatient appointments due to the
unavailability of digital records; this disruption has now been resolved, as patient data including allergies and medication
histories are once again accessible electronically. This incident underscores the growing vulnerability of Tonga’s digital
transformation in public services—ranging from health to civil documentation such as birth, marriage, and visa processes—and
highlights the critical need for secure systems, effective backups, and international collaboration in cybersecurity as the country
deepens its reliance on digital infrastructure.

Summary of last month’s Cyber Alerts and News Clips:

Incident Response Solutions post certain alerts and tips we consider to be in the public interest as it comes to hand. We publish
these alerts and tips on this webpage.

21/07/2025 - CVE-2025-53770 and CVE-2025-53771 affecting Microsoft Sharepoint

Incident Response Solutions Page 2



https://incidentresponse.co.nz/bulletin/
https://www.bitdefender.com/en-us/blog/hotforsecurity/french-submarine-secrets-surface-after-cyber-attack
https://www.aljazeera.com/news/2025/7/16/more-than-1000-arrested-in-cambodian-cyber-scam-raids
https://economictimes.indiatimes.com/news/new-updates/ai-goes-rogue-replit-coding-tool-deletes-entire-company-database-creates-fake-data-for-4000-users/articleshow/122830424.cms?from=mdr
https://www.rnz.co.nz/news/pacific/567275/tonga-s-health-system-fully-restored-after-cyber-attack-with-australia-s-help
https://incidentresponse.co.nz/alerts-and-tips/
https://www.ncsc.govt.nz/alerts/cve-2025-53770-and-cve-2025-53771-affecting-microsoft-sharepoint/

In
R

b

cident

Spo

e

NZ Incident Response Bulletin
Premium Editi — August 2025 — Issue #79

Our Views:

Managing Public Relations During a Cyber Incident

When a cyber incident occurs, the crisis is quickly judged in the court of public opinion. The first hours set the tone for trust,
credibility, and leadership. Silence, delay, or contradictory statements can cause more damage than the technical breach itself.
Executives must recognise that communications are not a support activity; they are a core control that protects brand,
stakeholder confidence, and long-term value.

The central difficulty is timing. Communications need to start before every fact is known, while the investigation is still
unfolding. Leaders must balance speed with accuracy, resisting the urge to speculate while avoiding the perception of secrecy.
At the same time, teams often struggle with thresholds for notifying regulators and affected individuals, especially when the
scale and harm are still being assessed. Waiting for complete certainty can push an organisation past reasonable notification
windows; moving too early can lock in statements that later need to be corrected.

Fragmentation is the next challenge. Without a single communications lead, legal, technical, customer, and executive voices
speak at once, and messages diverge. Internal updates reach staff before an approved narrative exists. Customer-facing teams
field questions without guidance and improvise answers. Media inquiries arrive while leadership is still aligning on facts and
tone. The result is inconsistency that undermines credibility and fuels speculation.

Public expectations have risen in parallel. Stakeholders want clear, human-centred information that explains what happened,
how they are affected, and what to do next. Technical jargon, minimising language, or generic assurances appear evasive.
Messages must acknowledge impact, demonstrate control, and provide actionable steps—without revealing details that could
aid the attacker or compromise remediation. Getting this balance right requires close coordination between communications,
legal, privacy, and the incident response team.

Once an incident becomes public, scrutiny intensifies. Social media accelerates narratives; partial information hardens into
headlines. Any misstep—an inaccurate number, a promise that slips, an update that arrives late—becomes proof of disarray. To
counter this, organisations need a cadence of updates that show progress and accountability, even if the interim message is
simply that work continues and timelines are unchanged. Consistency and predictability reduce anxiety and crowd out
speculation.

Effective preparation transforms outcomes. Before any breach, designate a communications lead with clear authority and direct
access to executive decision-makers. The pre-drafting of holding statements and customer notifications for common scenarios
is so important, we have developed an automated solution, feel free to contact us to discuss further. Maintain an internal
contact tree, escalation paths, and a rapid legal and privacy review lane. Rehearse with tabletop exercises that include media
leaks, regulator queries, and difficult stakeholder questions, not just technical containment. Treat every rehearsal as an
opportunity to refine tone, timing, and the division of responsibilities.

New Zealand regulators have issued specific recommendations to guide this balance. The Office of the Privacy Commissioner
expects organisations to notify promptly if a breach is likely to cause serious harm, ideally within seventy-two hours of
becoming aware of it. They emphasise documenting decision-making, being transparent about uncertainties, and showing
affected people how to access support. Complementing this, OwnYourOnline and CERT NZ recommend assigning a dedicated
communications lead during incidents, centralising all external and internal messaging, and preparing clear, plain-language
updates that explain what has happened and what actions people should take. Together, these frameworks place speed, clarity,
and empathy at the centre of incident communications.

During the incident, activate the communications lead early and place them in the core response huddle. Establish a single
source of truth that governs all external and internal messaging. Open with a factual acknowledgement, outline immediate
actions, and explain how affected people can protect themselves. State what is unknown and commit to the next update time.
Keep messages short, plain, and empathetic. Coordinate any notifications to regulators and affected individuals in step with
these public messages to ensure alignment across every audience.

After the incident stabilises, continue communicating until remediation and support measures are complete. Provide a final
wrap-up that records what happened, what was learned, and what has changed to reduce the chance of recurrence. Close the
loop with staff, customers, partners, and boards so that trust is rebuilt on evidence, not promises. Conduct a post-incident
review that evaluates the effectiveness of communications alongside technical response, and feed those lessons into playbooks,
training, and executive briefings. We also have an automated solution for post incident reviews, contact us to learn more about
this.

Public relations in a cyber incident is a frontline defence. Organisations that prepare, centralise authority, communicate with
clarity and empathy, and sustain a disciplined update rhythm preserve reputation, meet obligations, and protect the people who
rely on them.
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About the Bulletin:

The NZ Incident Response Bulletin is a monthly high-level executive summary containing some of the most important news
articles that have been published on Forensic and Cyber Security matters during the last month. Also included are articles
written by Incident Response Solutions, covering topical matters. Each article contains a brief summary and if possible,
includes a linked reference on the web for detailed information. The purpose of this resource is to assist Executives in keeping
up to date from a high-level perspective with a sample of the latest Forensic and Cyber Security news.

To subscribe or to submit a contribution for an upcoming Bulletin, please either visit https://incidentresponse.co.nz/bulletin or
send an email to bulletin@incidentresponse.co.nz with the subject line either “Subscribe”, “Unsubscribe”, or if you think there
is something worth reporting, “Contribution”, along with the Webpage or URL in the contents. Access our Privacy Policy.

Subscribers to the premium edition also obtain access to the following additional information:

Cyber Governance

Cyber Incident Landscape

Cyber Incident Response Resources

Cyber Framework and Control Updates, Surveys and Research

Click here if you wish to subscribe to our Premium Edition of the Bulletin.

About Incident Response Solutions Limited:

Our Purpose - We help you with specialist forensic, cyber security and crisis management expertise at all stages throughout the
incident response lifecycle.

Our Promise - We will provide you with the confidence you require to prepare, respond and recover from forensic and cyber
incidents.

Our specialist Forensic Technology expertise includes Computer Forensics, Cybercrime Incident Response, Social Media

Analysis and eDiscovery. We have significant experience in providing expert witness reports and in delivering expert witness
testimony at trial. Our background includes experience in Law Enforcement (NZ Police) and Big 4 Professional Services.

Campbell McKenzie

Director

Incident Response Solutions Limited

0800 WITNESS

+64 21779 310

campbell @incidentresponse.co.nz

This Bulletin is prepared for general guidance and does not constitute formal advice. This information should not be relied on
without obtaining specific formal advice. We do not make any representation as to the accuracy or completeness of the
information contained within this Bulletin. Incident Response Solutions Limited does not accept any liability, responsibility or
duty of care for any consequences of you or anyone else acting, or refraining to act, when relying on the information contained
in this Bulletin or for any decision based on it.

Further Resources:

Alerts Data Breach Response Forensic Technology

ber Incident Simulations Social Media Investigations Guide for NZ Law Firms

Share our Bulletin:
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