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Cyber Governance:
A Legal Perspective and
Best Practices



Todays Presentation – in 60 Seconds

• Balancing technology transformation and cyber risk management

• Cybersecurity controls that you need in your practice

• Keeping your data secure, lessons from the increasing cyber 
landscape targeting New Zealand law firms

• Incident response

• Latest advancements in document analysis and review tools
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Cyber Risk 
Management



Technology Risk Management
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Cyber Snapshot

The NCSC in a typical month:

• Detected 7 cyber incidents affecting one or 
more nationally significant organisations through 
the NCSC’s cyber defence capabilities.

• Received 22 new incident reports or requests for 
assistance for incidents of potential national 
significance.

• Recorded 565 incidents handled through the 
NCSC’s general triage process, often affecting 
individual New Zealanders and small to medium 
businesses and organisations.
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https://www.ncsc.govt.nz/assets/NCSC-Documents/NCSC-Cyber-Threat-Report-2024-FINAL.pdf



Cyber Snapshot
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https://www.ncsc.govt.nz/assets/NCSC-Documents/NCSC-Cyber-Threat-Report-2024-FINAL.pdf



CISA Risk and Vulnerability Assessment
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• Cracking password hashes (89% 
Administrator accounts)

• Default or stolen administrator accounts
• Former employee accounts that have not 

been removed
• Initial access brokers that sell exploits and 

valid credentials



Verizon 2025 Data Breach Investigations Report

• 18th Edition

• Over 1 million datapoints

• 22,052 security incidents that 
compromised the integrity, 
confidentiality or availability of an 
information asset.

• 12,195 breaches that resulted in the 
confirmed disclosure of data to an 
unauthorised party.
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What Verizon Found – Key Statistics

• 60% of breaches involved a human element

• 30% of breaches were linked to third-party involvement

• 34% increase in attackers exploiting vulnerabilities to gain initial access

• 54% of perimeter-device vulnerabilities were fully remediated 

• 44% of all breaches analysed showed ransomware was present, a notable rise



Traditional Business Email Compromise – Pre MFA
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Evolving Business Email Compromise – Post MFA
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Lifecycle of a Ransomware Incident

12



Current Ransomware Activity
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Governance and 
Controls



Cyber Risk Management - Controls

The CIS Controls are a set of 18 prioritised, well-vetted, and supported security actions that 

organisations can take to assess and improve their current security state.

The controls are designed using knowledge of actual attacks to help an organisation 

prioritise their investment in controls that will provide the greatest risk reduction and 

protection against the most dangerous threat actors, and that can be feasibly implemented.



Cyber Risk Management - Controls



New Zealand 
Legal Landscape



Cyber is Contextual – Law Firms
Graphical user interface, text, application

Description automatically generated

https://incidentresponsesolutions.files.wordpress.com/2020/02/cyber-security-guide-for-nz-law-firms-v1.pdf


Law Firm Cyber Security at a Glance

• 27% have been breached (from a minor loss laptop to a major data breach). 42% of law 
firm business leaders rated security breaches, data loss, hacking and ransomware as a 
high risk to firm profitability. (The American Bar Association’s 2022 Legal Technology 
Survey Report)

• 78% are extremely or somewhat concerned about cyber risk, leading to increased spend 
and appointments of dedicated Cyber Security Chief as it becomes more difficult to insure 
against cyber risk, managing cyber threats is likely to remain a key challenge with a 
heightened focus in the future. (2022 Survey of Global Law Firms)

• Every respondent suffered a security incident, with the most common attack being 
phishing. (2019 Survey of Global Law Firm)

• The most significant cyber threats to a law firm are phishing, data breaches, ransomware 
and supply chain compromise. (The UK’s National Cyber Security Centre 2018 Report)
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Cyber Risk Management – Security Awareness and Skills Training



Role Specific Staff Training and Awareness



Cyber Training and Awareness for Lawyers
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Cybersafehq.com



Incident 
Response
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Adversary-in-the-Middle (AiTM) – Business Email Compromise 
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Example Ransomware Decision Making Process - AICD



Routine Response and Investigation Methodology
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Latest advancements in document analysis and review tools

Cyber Security



Concept Searching and Clustering Technology
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Preconfigured Search Sets – Privacy Breach
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Document prioritisation – Continuous Active Learning
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Semantic Search –Generate Results Securely
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AI – The commons questions
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Thank you

Campbell McKenzie

0800 WITNESS

021 779 310

campbell@incidentresponse.co.nz

incidentresponse.co.nz
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