


Fidelity Fraud, 
Cybercrime & 
Emerging Threats
What Insurance Professionals Must Know



Bio
• Forensic technology expert witness and cybersecurity consultant

• Over 2,000 cases investigated

• Twice as old as when I started my forensic career

• Monthly forensic and cyber bulletin - 76th Edition

• C64 Basic (1984) – CyberSafeHQ.com (100% AI)

• Flight Simulator and newbie skipper
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A screenshot of a phone

AI-generated content may be incorrect.

https://youtube.com/shorts/J8dLiJCoQ_E?si=ORQFSRy3SXU6hu_h


60 Second Summary
• Threat Landscape – Cyber and Workplace

• Emerging Technologies

• Case Studies
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Threat Landscape
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https://www.ncsc.govt.nz/assets/NCSC-Documents/NCSC-Cyber-Threat-Report-2024-FINAL.pdf

NCSC - Cyber Snapshot



• 18th Edition

• Over 1 million datapoints

• 22,052 security incidents that compromised the 

integrity, confidentiality or availability of an 

information asset.

• 12,195 breaches that resulted in the confirmed 

disclosure of data to an unauthorised party.

Verizon 2025 Data Breach Investigations Report
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DBIR - Top takeaways
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• 60% of breaches involved a human element

• 30% of breaches were linked to third-party involvement – double 2024

• 34% increase in attackers exploiting vulnerabilities to gain initial access

• 54% of perimeter-device vulnerabilities were fully remediated 

• 44% of all breaches analysed showed ransomware was present, a notable rise



Ransomware - Dark Web
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Ransomware Facilitator Statistics
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Coveware.com



Cyber Governance – NZ v Australia
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• In April 2024, the FMA introduced new standard conditions for business continuity and technology 

systems, along with a new process for reporting operational incidents, effective 1 July 2024.

• Key requirements:

• Business Continuity Plans: Licence holders must maintain a plan covering response, recovery, and 

restoration following disruptions, including outsourced arrangements.

• Critical Technology Systems: They must ensure resilience of systems critical to service provision 

and compliance, maintaining confidentiality, integrity, and availability.

• Incident Notification: Licence holders must notify the FMA within 72 hours of any event that 

significantly impacts critical technology systems. The FMA provides an online notification template 

for rapid reporting and updates.

FMA – Increasing Requirements



OAIC Prosecution of
Medibank
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Workplace Risks – ACFE’s 2024 Findings
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www.acfe.com



ACFE – Fraudsters Concealment
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www.acfe.com



Emerging Technologies
Threats and Opportunities
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Business Email Compromise – Post MFA



DBIR - AI
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• Some evidence of use by threat actors.

• Synthetically generated text in malicious emails has doubled over the past two years.

• 15% of employees were routinely accessing GenAI systems on their corporate devices.

• Emerging threat is corporate-sensitive data leakage to the GenAI platforms.

• 72% using non-corporate emails as the identifiers of their accounts and 17% without 

integrated authentication systems, most likely suggesting use outside of corporate policy.
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AI - Opportunities
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AI – Media Statements



Example 1 - Courts

• Forensic Expert Witness consulting on eDiscovery to Law Firm and Client.

• Continuous Active Learning involving ~500,000 documents.

• Lawyers reviewed ~20% of the documents.

Example 2 - Regulator

• Forensic Expert Witness consulting on Privacy Breach to Insurers, Insured and 

Law Firm, for provision to OPC.

• AI involving ~200,000 documents.

• Lawyers reviewed ~4% of the documents.
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AI - Expert Witness



Case Studies
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Ransomware – Availability and Confidentiality
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www.acfe.com



Ransomware Decision Making Process - AICD
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www.aicd.com.au



26

Business Email Compromise – Post MFA
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Fraud Investigation



Data Breach & Sensitive Data

Employee & HR Issues

IRS Custom AI Models

Fraud, Ethics, FCPA Investigations, & 
Litigation

• Employment & Career 
Advancement

• Contracts

• Gifts & Entertainment 
Kickbacks

• Work Events

• Advertisements & 
Promotions

• Pricing & Fees

• Asking for Advice

• Privacy Breach

• Fraud

• Cartel

• Conflict of Interest

• Employment

• Health and Safety

• Hate & Discrimination

• Sexually Explicit Comments

• Threatening Behavior

• Comments on Appearance

• Employment & Career 
Advancement

• Privileged Content

• Contracts

AI MODEL 
LIBRARY

Supervised / Continuous Active Learning
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Supervised / Continuous Active Learning
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Image Labeling
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Generative Pre-training Transformer (GPT)
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Final Recommendations
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