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I Todays Presentation — in 60 Seconds

* Keeping your data secure, lessons from the
increasing landscape targeting New Zealand law
firms

e Cybersecurity controls
* Incident response
* Digital evidence

e Latest advancements in document analysis and
review tools
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I Verizon 2024 Data Breach Investigations Report (17t" Edition)

* 30,458 security incidents that
compromised the integrity,
confidentiality or availability of an
information asset.

* 10,626 breaches that resulted in the ha
confirmed disclosure of data to an
unauthorised party. --~~~~;ou'o"””‘H

2005

verizon.com/dbir




I What Verizon Found — Key Statistics

* 68% of all breaches include the human element
Error, stolen credentials or Social Engineering (Privilege Misuse removed)

* >40% of all Social Engineering incidents used pretexting

Phishing and Pretexting via email make up 73% of social engineering attacks -
targeting users with existing email chains and context

* 32% of all breaches involved ransomware & extortion
Maliciously encrypting data and demanding a ransom to return or unlock it

* 68% increase in breaches involving a third party

* 95% of breaches are financially driven
It’s (almost) always about the money




I Cyber Snapshot

The NCSC in a typical month: S,
YP CYBER ===

* Detected 7 cyber incidents affecting one or more THREAT
nationally significant organisations through the NCSC'’s REPORT

cyber defence capabilities. 2023/2024

e Received 22 new incident reports or requests for
assistance for incidents of potential national
significance.

* Recorded 565 incidents handled through the NCSC's
general triage process, often affecting individual New
Zealanders and small to medium businesses and
organisations.

R ThaThid National Cyber
wm"""‘" //so:umyc-mn

https.//www.ncsc.govt.nz/assets/NCSC-Documents/NCSC-Cyber-Threat-Report-2024-FINAL. pdf




I Cyber Snapshot

2023/2024 incidents handled through general triage process affecting organisations, primarily
small to medium, by category
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I State of Ransomware

ntly tracking 411 groups across

Chats and

ntly tracking 117 forums & markets across 204 relays & m

Currently tracking

There have been

https://www.ransomlook.io —




I Cyber is Contextual — Law Firms
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Cyber Security Guide for NZ Law Firms

2020 Edition

https://incidentresponse.co.nz/cyber-security-for-law-firms



https://incidentresponsesolutions.files.wordpress.com/2020/02/cyber-security-guide-for-nz-law-firms-v1.pdf

I Law Firm Cyber Security at a Glance

e 27% have been breached (from a minor loss laptop to a major data breach). 42% of law
firm business leaders rated security breaches, data loss, hacking and ransomware as a
high risk to firm profitability. (The American Bar Association’s 2022 Legal Technology
Survey Report)

o 78% are extremely or somewhat concerned about cyber risk, leading to increased spend
and appointments of dedicated Cyber Security Chief as it becomes more difficult to insure
against cyber risk, managing cyber threats is likely to remain a key challenge with a
heightened focus in the future. (2022 Survey of Global Law Firms)

e Every respondent suffered a security incident, with the most common attack being
phishing. (2019 Survey of Global Law Firm)

e The most significant cyber threats to a law firm are phishing, data breaches, ransomware
and supply chain compromise. (The UK’s National Cyber Security Centre 2018 Report)



Cyber Security




I Cyber Risk Management - Controls

The CIS Controls are a set of 18 prioritised, well-vetted, and supported security actions that
organisations can take to assess and improve their current security state.

The controls are designed using knowledge of actual attacks to help an organisation
prioritise their investment in controls that will provide the greatest risk reduction and
protection against the most dangerous threat actors, and that can be feasibly implemented.




Inventory and
Control of
Enterprise Assets
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of Enterprise Assets
and Software
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Cyber Risk Management - Controls

Inventory and
Control of
Software Assets
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Account
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I Cyber Risk Management — Security Awareness and Skills Training

1 Security Awareness

and Skills Training
14.1 Establish and Maintain a Security Awareness Program @ o @O
14.2  Train Workforce Members to Recognize Social ® o O
Engineering Attacks
14.3  Train Workforce Members on Authentication Best Practices ® o 0
14.4  Train Workforce on Data Handling Best Practices ® o O
145  Train Workforce Members on Causes of Unintentional ® o o

Data Exposure

14.6  Train Workforce Members on Recognizing and Reporting ® ¢ o
Security Incidents

14.7  Train Workforce on How to Identify and Report if Their Enterprise & & @
Assets are Missing Security Updates

14.8  Train Workforce on the Dangers of Connecting to and ® ¢ o
Transmitting Enterprise Data Over Insecure Networks

149  Conduct Role-Specific Security Awareness and Skills Training o o




Cyber Training and Awareness for Lawyers

——

@" CyberSafe All Products My Dashboard Campbell M . v

Cyber Security Training for Law
Firms

This course delivers contextual training for lawyers, including the requirements for Client Care and
Conveyancing.

Cybersafehg.com
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I Adversary-in-the-Middle (AiTM) — Business Email Compromise

2 Te Tira Tiaki
. Government Communications N C S C

Security Bureau

Phishing campaign targeting New
Zealand organisations

Kia ora,

The NCSC is aware of a multi-stage phishing campaign currently impacting
New Zealand organisations, active since at least 05 June 2024.




I Adversary-in-the-Middle (AiTM) — Business Email Compromise
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I Example Ransomware Decision Making Process - AICD

Assess recovery
options,
including data
backups




I Data Breach Response

INCIDENT RESPONSE

Data Breach Response

2020 Edition




outine Response and |

Tasks

Incident Response Flow

Phase 1
Preparation

Important Notice

References

Playbook Activated

Schedule Stand Ups

Phase 2
Detection

Source of Incident
Reporting

Recording Incident
Information

Alert CIRT of the
cyber incident

nvestigation

Incident Response Solutions

Phase 2
Analysis

Review Incident

Confidential
information
assessment

Privacy Breach
Response

Serious Harm

As:

Phase 3
Containment

Eam a Contain the Incident

Review Evidence to
Determine Impact of
Incident

Prioritisation and
ssessment

Confirm whether
3rd parties are
involved

Phase 3
Eradication

ethodology

https://incidentresponse.co.nz

Phase 3
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Forensic Tech




Forensic Technology

Forensic Technology Information Governance

Forensic Collection Identification

eDiscovery Processing P ti
reservation

Cloud Hosted Review
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Case Management Presentation

https://forensictech.co.nz




l MITRE ATT&CKE

Reconnaissance Resource Development Initial Access Execution
10 techniques 7 techniques O techniques 12 techniques

19 techniques

Credential Access
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Collection Exfiltration

Command and Control
16 techniques

17 techniques. 0 techniques.

Privilege Escalation

Discovery
27 techniques

Defense Evasion
13 techniques 30 techniques

Lateral Movement Impact
Qtechniques. 13 techniques.

Active Scanning = | Acquire Infrastructura = | valid Accounts = Schaduled Task/Job = Modify Authentication Procass = | System Service Discovary Remote Sarvices = | Data from Local System Data Obfuscation = | Exfiltration Over Other __ | Data Destruction
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Saarch Victim-Owned ‘Container Administration Component Traffic Signaling = | Forced Authentication Discovery Archive Collected Data Encrypted Channel =
Wehsitas Command Pre-05 Boot = Signed Script Proxy _ | 5teal Application Accass Metwork Share Discovery Data from Network Non-Application Layer
Deploy Containar Compromise Clisnt Execution ~ | Token Password Policy Discovery Shared Drive Protocol
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Cloud Platform
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ing Technology

I Concept Searching and Cluster




Preconfigured Search Sets — Privacy Breach
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I Document prioritisation — Continuous Active Learning

Tagging & Scoring - Last Completed Round: 8
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I Semantic Search —Generate Results Securely

Reveal's semantic search feature Ask is designed to revolutionize how lawyers, investigators,
analysts, and legal professionals interact with their unstructured data. With Ask, you can
express your searches in everyday language.

Ask augments the already powerful and industry leading keyword and concept search
capabilities of Reveal. Ask is designed to grasp the way you naturally think and phrase
questions. Using natural language questions, Ask gives you additional search options where
keywords alone may not be sufficient. Finally, you can seamlessly combine Ask with Reveal's
interactive visual analytics and other powerful search features to uncover valuable insights
faster.




Semantic Search —Generate Results Securely

7. Ask o X A Ask D ¢

v What is the primary forensic tool referred to for fraud cases
s DIVIDE THE ANSWER INTD PRIMARY GEQGRAPIC REGIONS

Based on the context provided, the primary forensic tool referred to for fraud cases
can be divided into the following geographic regions:

Australia:
- ¥-Ways Farensics is mentioned as the main forensic suite used by the
Queensland Police Service for examining exhibits in a large major fraud operation.

Western Australia:

- The Corruption and Crime Commission of Western Australia uses Intella Connect
as their investigator review platform for the types of work their agencies
undertake, which often involve fraud and corruption cases.

United States:

- X-Ways Forensics is commonly used as the primary forensic tool, often in
conjunction with Magnet Axiom for chat-related evidence and NUIX as the default
review tool for non-phone related evidence in fraud and organized crime
investigations.

- EnCase and AccessData's Forensic Toolkit (FTK) are also mentioned as primary
- forensic tools used in fraud investigations, with X-Ways Forensics being preferred
by some examiners for its superior carving capabilities.

QOverall, X-Ways Forensics emerges as a popular primary forensic tool for fraud
investigations across multiple regions, praised for its flexibility, small footprint,

and fata rarvinm ahilities while nthar tonle like Intalla Aviem KEIY FnCace and

Ask a question to explore actors, identify discussions, and find facts.

i i i Ask a Question... T ASK
What is the primary forensic tool referred to for fraud cases

J

o . ) . . Additional Instructions: e.g. Answer in timeline, Explain in detail, Create a list.
Divide the answer into primary geograpic regions L

-~ Less Details Search: All Docs (77670)

/~ Less Details Search: All Docs (77670)

[= WE RECOMMEND CHECKING RESULTS GENERATED BY ASK.
'WE RECOMMEND CHECKING RESULTS GENERATED BY ASK.




Semantic Search —Generate Results Securely
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