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Cyber Governance:
A Legal Perspective and
Best Practices



Todays Presentation – in 60 Seconds

• Keeping your data secure, lessons from the 
increasing landscape targeting New Zealand law 
firms

• Cybersecurity controls

• Incident response

• Digital evidence

• Latest advancements in document analysis and 
review tools
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New Zealand Legal

Landscape



Verizon 2024 Data Breach Investigations Report (17th Edition)

• 30,458 security incidents that 
compromised the integrity, 
confidentiality or availability of an 
information asset.

• 10,626 breaches that resulted in the 
confirmed disclosure of data to an 
unauthorised party.
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What Verizon Found – Key Statistics

• 68% of all breaches include the human element
Error, stolen credentials or Social Engineering (Privilege Misuse removed)

• >40% of all Social Engineering incidents used pretexting 
Phishing and Pretexting via email make up 73% of social engineering attacks - 
targeting users with existing email chains and context

• 32% of all breaches involved ransomware & extortion
Maliciously encrypting data and demanding a ransom to return or unlock it

• 68% increase in breaches involving a third party 

• 95% of breaches are financially driven
It’s (almost) always about the money
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State of Ransomware

https://www.ransomlook.io
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State of Ransomware
in New Zealand

https://www.comparitech.com/blog/information-security/global-ransomware-attacks



Cyber is Contextual – Law Firms
Graphical user interface, text, application

Description automatically generated

https://incidentresponsesolutions.files.wordpress.com/2020/02/cyber-security-guide-for-nz-law-firms-v1.pdf


Law Firm Cyber Security at a Glance

• 27% have been breached (from a minor loss laptop to a major data breach). 42% of law 
firm business leaders rated security breaches, data loss, hacking and ransomware as a 
high risk to firm profitability. (The American Bar Association’s 2022 Legal Technology 
Survey Report)

• 78% are extremely or somewhat concerned about cyber risk, leading to increased spend 
and appointments of dedicated Cyber Security Chief as it becomes more difficult to insure 
against cyber risk, managing cyber threats is likely to remain a key challenge with a 
heightened focus in the future. (2022 Survey of Global Law Firms)

• Every respondent suffered a security incident, with the most common attack being 
phishing. (2019 Survey of Global Law Firm)

• The most significant cyber threats to a law firm are phishing, data breaches, ransomware 
and supply chain compromise. (The UK’s National Cyber Security Centre 2018 Report)



Governance and Controls

Cyber Security



Cyber Risk Management - Controls

The CIS Controls are a set of 18 prioritised, well-vetted, and supported security actions that 

organisations can take to assess and improve their current security state.

The controls are designed using knowledge of actual attacks to help an organisation 

prioritise their investment in controls that will provide the greatest risk reduction and 

protection against the most dangerous threat actors, and that can be feasibly implemented.



Cyber Risk Management - Controls
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Cyber Risk Management – Security Awareness and Skills Training



Incident Response

Cyber Security
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Adversary-in-the-Middle (AiTM) – Business Email Compromise 
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Adversary-in-the-Middle (AiTM) – Business Email Compromise 
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Example Ransomware Decision Making Process - AICD



Data Breach Response



Routine Response and Investigation Methodology
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Digital Evidence

Forensic Tech



Forensic Technology

https://forensictech.co.nz



MITRE ATT&CK®
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Document Analysis Review Tool
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Cloud Platform
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Concept Searching and Clustering Technology
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Preconfigured Search Sets – Privacy Breach
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Document prioritisation – Continuous Active Learning
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Semantic Search –Generate Results Securely
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Semantic Search –Generate Results Securely
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Services lawyers are engaging IRS to assist with

• Cyber Governance

• Cyber IR plans and simulations

• Breach response
• Incident controller

• Data Breach assessment (DART)

• Communications

• Ransomware response

• Dark web and data leak monitoring

• Post Incident Reviews (PIR)

• Forensic technology

• Hosting / eDiscovery
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Thank you

Campbell McKenzie

0800 WITNESS

021 779 310

campbell@incidentresponse.co.nz

incidentresponse.co.nz
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