
“Cyber”

NZCA



About Incident Response Solutions

• 6 Fulltime staff + Contractors and Wider Ecosystem

• Insurance, Law Firms, IT/Security Firms, Direct

• Digital Forensic Incident Response (DFIR)

• Technology Stack – Google, Microsoft, Nuix, Axiom, Cellebrite, etc – Thinkific

• AI – GPT and other uses

• Solutions for Insureds

Case Study – Accounting Firm Ransomware Attack and BEC
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Verizon 2024 Data Breach Investigations Report

• 17th Edition

• Over 1 million datapoints

• 30,458 security incidents that 
compromised the integrity, 
confidentiality or availability of 
an information asset.

• 10,626 breaches that resulted in 
the confirmed disclosure of data 
to an unauthorised party.
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What Verizon Found – Key Statistics

• 68% of all breaches include the human element
Error, stolen credentials or Social Engineering (Privilege Misuse removed)

• 40% of all Social Engineering incidents used pretexting 
Phishing and Pretexting via email make up 73% of social engineering attacks - targeting users with existing email 
chains and context

• 32% of all breaches involved ransomware & extortion
Maliciously encrypting data and demanding a ransom to return or unlock it

• 35% involved internal actors
Intentional and unintentional harm through misuse and simple human errors 

• 68% increase in breaches involving a third party 

• 95% of breaches are financially driven
It’s (almost) always about the money
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Statistics at a glance



US Government - Risk Vulnerability Analysis 2023
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• Cracking password hashes (89% 
Administrator accounts)

• Default or stolen administrator accounts
• Former employee accounts that have not 

been removed
• Initial access brokers that sell exploits and 

valid credentials
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Adversary-in-the-Middle (AiTM) – Business Email Compromise 
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State of Ransomware

https://www.ransomlook.io
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Regulatory Landscape
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Ransomware Decision Making Process - AICD



Cyber Risk Mitigation Strategies
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Solution - Control Room (Plans and Playbooks)
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Solution – Cyber Security Awareness Training (LMS)
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Solution – Cyber Security Awareness Training (LMS)
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Thank you

Campbell McKenzie

0800 WITNESS or 021 779 310
campbell@incidentresponse.co.nz

incidentresponse.co.nz 
whistleblowers.co.nz
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