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I Todays Presentation — in 60 Seconds

* Threat Landscape

e Cyber incident response procedures
* Working with insurers and lawyers

* Working with IT / MSP companies




I Technology Risk Management

Theft of Information

Hackers and dissatisfied employees try o obtain personally identifiable information (PIl), or steal credit card
information, customer lists, intellectual property, and other sensitive information.

Password Theft

Attackers steal passwords to access company systems.

Phishing Attacks

Email designed to look like legitimate correspondence that tricks recipients into clicking on a link that installs
malware on the system.

Ransomware
Malicious software blocks access to a computer so that criminals can hold your data for ransom.

Natural Disasters
Data loss occurs due to natural events and accidents like fires and floods.

Defacement and Downtime

Attackers force your website or other technology to no longer look or function properly. This could be as a joke, for
political reasons, or to damage your reputation
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I Verizon Data Breach Investigations Report (16" Edition)

e 16,312 security incidents that
compromised the integrity,
confidentiality or availability
of an information asset.

e 5199 breaches that resulted 2o —
in the confirmed disclosure of |
data to an unauthorised wox—
party.

e Total Set N oo

e 953,894 incidents
e 254,968 breaches

verizon.com/dbir




I What Verizon Found — Key Statistics

* 74% of all breaches include the human element
Error, Privilege Misuse, stolen credentials or Social Engineering

* 50% of all Social Engineering incidents used pretexting
An invented scenario that tricks someone, that may result in a breach

e 24% of all breaches involved ransomware
Maliciously encrypting data and demanding a ransom to return or unlock it

* 19% involved internal actors
Intentional and unintentional harm through misuse and simple human errors

* 95% of breaches are financially driven
It’s (almost) always about the money




Patterns over time in incidents
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Patterns over time in breaches
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I What Verizon Found - Breach Trends (15" Edition)
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I Discovery Methods Used Over Time (15" Edition)

Actor Disclosure (External)

Law Enforcement (External)

Customer {(External)

Monitoring Service (Partner) Other (Internal)

Year: 2016

Rank: 8 Security Researcher (External)
Breaches: G

Sample Size: 727

Financial Audit {Internal)

/ IT Review (Internal)

Monitoring Service (Partner)
2015 2016 2017 2018 2019 2020 2021




Response Time For Breach Events — 2021 (15" Edition)
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l MITRE ATT&CK® - Trickbot
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I Technology Supply Chain Management

Within weeks, two of the world’s largest casino-hotel companies—MGM
Resorts and Caesars—were hit with ransomware attacks. One met the
hackers’ demands, while the other is resisting.

ALPHYV reportedly bragged that it took 10
minutes to infiltrate MGM’s system after
identifying an MGM tech employee on
LinkedIn and then calling the company’s
support desk.

Scattered Spider gained entry to Caesars’
system by deceiving an employee at a
third-party vendor.
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I Cyber Risk Management — Security Awareness and Skills Training

1 Security Awareness

and Skills Training
14.1 Establish and Maintain a Security Awareness Program ® ¢ O
14.2  Train Workforce Members to Recognize Social ® ¢ O
Engineering Attacks
143  Train Workforce Members on Authentication Best Practices ® o O
14.4  Train Workforce on Data Handling Best Practices ® o O
145  Train Workforce Members on Causes of Unintentional ® ¢ O®

Data Exposure

14.6  Train Workforce Members on Recognizing and Reporting ® ¢ O
Security Incidents

147  Train Workforce on How to Identify and Report if Their Enterprise & @ @
Assets are Missing Security Updates

14.8  Train Workforce on the Dangers of Connecting to and ® ¢ O
Transmitting Enterprise Data Over Insecure Networks

149  Conduct Role-Specific Security Awareness and Skills Training o o
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Incident Response Flow

Phase 3
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I What services our IT / MSP clients are engaging in

e Cyber Governance
e Cyber IR plans and testing

* Breach response
* Incident controller
e Data Breach assessment (DART)
* Communications
* Ransomware response

e Dark web and data leak monitoring
* Forensic technology
* Hosting / eDiscovery / GPT “ASK”
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Campbell McKenzie

0800 WITNESS or 021 779 310
campbell@incidentresponse.co.nz

incidentresponse.co.nz
whistleblowers.co.nz

https://incidentresponse.co.nz/demos
Password: Bulletin
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