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Todays Presentation – in 60 Seconds

• Threat Landscape

• Cyber incident response procedures

• Working with insurers and lawyers

• Working with IT / MSP companies
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Technology Risk Management
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Verizon Data Breach Investigations Report (16th Edition)

• 16,312 security incidents that 
compromised the integrity, 
confidentiality or availability 
of an information asset.

• 5,199 breaches that resulted 
in the confirmed disclosure of 
data to an unauthorised 
party.

• Total Set
• 953,894 incidents

• 254,968 breaches
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What Verizon Found – Key Statistics

• 74% of all breaches include the human element
Error, Privilege Misuse, stolen credentials or Social Engineering

• 50% of all Social Engineering incidents used pretexting
An invented scenario that tricks someone, that may result in a breach

• 24% of all breaches involved ransomware
Maliciously encrypting data and demanding a ransom to return or unlock it

• 19% involved internal actors
Intentional and unintentional harm through misuse and simple human errors

• 95% of breaches are financially driven
It’s (almost) always about the money
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Patterns over time in incidents
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Patterns over time in breaches
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What Verizon Found - Breach Trends (15th Edition)
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Discovery Methods Used Over Time (15th Edition)
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Response Time For Breach Events – 2021 (15th Edition)
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MITRE ATT&CK®
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MITRE ATT&CK® - Trickbot
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Technology Supply Chain Management

ALPHV reportedly bragged that it took 10 
minutes to infiltrate MGM’s system after 
identifying an MGM tech employee on 
LinkedIn and then calling the company’s 
support desk. 

Scattered Spider gained entry to Caesars’ 
system by deceiving an employee at a 
third-party vendor.
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Cyber Governance and Risk Management - Controls
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Cyber Risk Management – Security Awareness and Skills Training
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Incident Response Plans and Simulations



What services our IT / MSP clients are engaging in

• Cyber Governance

• Cyber IR plans and testing

• Breach response
• Incident controller

• Data Breach assessment (DART)

• Communications

• Ransomware response

• Dark web and data leak monitoring

• Forensic technology

• Hosting / eDiscovery / GPT “ASK”
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Thank you

Campbell McKenzie

0800 WITNESS or 021 779 310
campbell@incidentresponse.co.nz

incidentresponse.co.nz 
whistleblowers.co.nz

https://incidentresponse.co.nz/demos           
Password: Bulletin
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