
Cyber Incident Response

NZ Law General Meeting

March 2024



Todays Presentation – in 60 Seconds

• Key technology risk issues for your firm

• Cyber and incident response procedures

• Our work on recent matters

• Next steps and how we can help you
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Checked your Voicemail
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Technology Risk Management
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OPC Notifications



Cyber is Contextual – Law Firms

• Confidentiality

• Integrity

• Availability
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https://incidentresponsesolutions.files.wordpress.com/2020/02/cyber-security-guide-for-nz-law-firms-v1.pdf


Law Firm Cyber Security at a Glance
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More than a quarter of law firms 
experienced a data breach. (The 
American Bar Association’s 2019 

and 2022 Legal Technology Survey 
Report)

Every respondent suffered a 
security incident, with the most 
common attack being phishing. 

(2019 Survey of Global Law Firm)

The most significant cyber threats 
to a law firm are phishing, data 

breaches, ransomware and supply 
chain compromise. (The UK’s 

National Cyber Security Centre 
2018 Report)

Total or partial outsourcing of 
services and the use of 

automation and robotics to assist 
with repeatable activities using 

third-party services are both 
increasing. (The Cyber Threat to 

UK Legal Sector 2018)



Verizon Data Breach Investigations Report (16th Edition)

• 16,312 security incidents that 
compromised the integrity, 
confidentiality or availability 
of an information asset.

• 5,199 breaches that resulted 
in the confirmed disclosure of 
data to an unauthorised 
party.

• Total Set
• 953,894 incidents

• 254,968 breaches
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verizon.com/dbir



What Verizon Found – Key Statistics

• 74% of all breaches include the human element
Error, Privilege Misuse, stolen credentials or Social Engineering

• 50% of all Social Engineering incidents used pretexting
An invented scenario that tricks someone, that may result in a breach

• 24% of all breaches involved ransomware
Maliciously encrypting data and demanding a ransom to return or unlock it

• 19% involved internal actors
Intentional and unintentional harm through misuse and simple human errors

• 95% of breaches are financially driven
It’s (almost) always about the money
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What is Social Engineering
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Social engineering is when an attacker gains a 
person’s trust and tricks them into giving 
them access or information they shouldn’t 
have; or

Researches a person and gets enough 
information to be able to either guess their 
passwords or get them reset.

In the context of information security, social 
engineering is the psychological manipulation of 
people into performing actions or 
divulging confidential information. 

A type of confidence trick for the purpose of 
information gathering, fraud, or system access, it 
differs from a traditional "con" in that it is often one 
of many steps in a more complex fraud scheme.



Why are social engineering attacks targeting law firms?

Law firms are frequently targeted because:

• They are perceived as wealthy

• Law firms receive, control and process large sums of money through trust 
accounts accounts

• Clients often have law firms act for them

Most of our cyber incident response work is conducted within the legal sector, 
including Business Email Compromise and Ransomware, often perpetrated via 
Social Engineering.
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Social engineering example
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Ransomware - Anatomy of an Attack.mp4
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Example Ransomware Decision Making Process - AICD
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Technology Supply Chain Management

ALPHV reportedly bragged that it took 10 
minutes to infiltrate MGM’s system after 
identifying an MGM tech employee on 
LinkedIn and then calling the company’s 
support desk. 

Scattered Spider gained entry to Caesars’ 
system by deceiving an employee at a 
third-party vendor.
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Cyber Incident Response for Law Firms - Poll

Poll 1 – Cyber security

• Understand the impact

• Mitigated the risks

• Sleep at night

Poll 2 – Incident response

• Plan

• Test

• Improve
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Cyber Governance and Risk Management - Controls
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Cyber Risk Management – Security Awareness and Skills Training
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Incident Response Plans and Simulations



IRS – Document Analysis Review Tool
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Evidence of Identity Standards - Example
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Evidence of Identity Standards – Example (Saved Searches)
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Generative Pre-training Transformer (GPT) - ASK
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What services are clients engaging in

• Cyber Governance

• Cyber IR plans and testing

• Breach response
• Incident controller

• Data Breach assessment (DART)

• Communications

• Ransomware response

• Dark web and data leak monitoring

• Forensic technology

• Hosting / eDiscovery / GPT “ASK”
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Thank you

Campbell McKenzie

0800 WITNESS or 021 779 310
campbell@incidentresponse.co.nz

incidentresponse.co.nz 
whistleblowers.co.nz

https://incidentresponse.co.nz/demos           
Password: Bulletin
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