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New Zealand National Cyber Security Centre (NCSC)

https://www.ncsc.govt.nz/resources/cyber-resilience-guidance/supply-chain/



What is Supply Chain Cyber Security

Supply Chain Risk Management (SCRM):

A set of activities and practices undertaken by organisations to identify, 
assess and manage risk in their supply chains.

ICT Supply Chain Risk Management (ICT-SCRM)

Part of SCRM strategy that addresses risks presented by ICT assets and 
services, and their producers, distributors, service providers, and other 
associated entities in the supply chain.

Supply Chain Cyber Security

Identifying, assessing and managing cyber security risks in the supply 
chain, encompassing technological and human risk factors.



NCSC’s Recommendations



NZISM



NZ Protective Security Requirements



CIS Controls



CIS Controls



UK NCSC



US CISA



Incident Response - Next Steps

To support the improvement steps outlined above, we recommend considering actioning the 

following initiatives to improve your level of cyber incident preparedness:

1. Develop an incident response plan and set of relevant playbooks (e.g. Third Party Attack etc).

2. Conduct a forensic readiness assessment, including of the service providers systems.

3. Have a pre-populated out-of-band incident response control room tool that you can interact with 

external parties on.

4. Conduct a series of cyber simulations to test improvements in the above initiatives, include your 

key service providers.

5. Ensure that changes to technology, procedures and people at your key service providers are 

updated within the above documentation.



Incident Response Plan and Playbooks
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What services are clients engaging in?

• Cyber Framework

• Cyber Controls

• Incident response plans and playbooks

• Incident response control room

• Tabletop simulations

• Responding to incidents including forensics

• Incident Response Retainer
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https://incidentresponse.co.nz/nist-cybersecurity-framework/
https://incidentresponse.co.nz/cis-controls/
https://incidentresponse.co.nz/incident-response-plan/
https://incidentresponse.co.nz/control-room/
https://incidentresponse.co.nz/forensic-technology/
https://incidentresponse.co.nz/incident-response-retainer/


Thank you

Campbell McKenzie

0800 WITNESS or 021 779 310

campbell@incidentresponse.co.nz

incidentresponse.co.nz 

whistleblowers.co.nz
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