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I Verizon 2023 Data Breach Investigations Report (16" Edition)

* The DBIR was created to provide a place for security practitioners to look
for data-driven, real-world views on cybercrime.

* This data informs us of the steps we should take to protect ourselves.

* The report is used to increase awareness of the tactics attackers are likely
to use against organisations in your industry.

* |t is also used as a tool to encourage executives to support security
initiatives and illustrate to employees the importance of security and how
they can help.




I Verizon Data Breach Investigations Report (16" Edition)

e 16,312 security incidents that
compromised the integrity,
confidentiality or availability
of an information asset.

e 5199 breaches that resulted 2o —
in the confirmed disclosure of |
data to an unauthorised wox—
party.

e Total Set N oo

e 953,894 incidents
e 254,968 breaches

verizon.com/dbir




I What Verizon Found — Key Statistics

* 74% of all breaches include the human element
Error, Privilege Misuse, stolen credentials or Social Engineering

* 50% of all Social Engineering incidents used pretexting
An invented scenario that tricks someone, that may result in a breach

e 24% of all breaches involved ransomware
Maliciously encrypting data and demanding a ransom to return or unlock it

* 19% involved internal actors
Intentional and unintentional harm through misuse and simple human errors

* 95% of breaches are financially driven
It’s (almost) always about the money




Patterns over time in incidents
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Patterns over time in breaches

System Intrusion

40% N

Social Engineeringpsic \Web Application Attacks

30%

20%

10%

0%




I What Verizon Found — By Industry

Total 3199
. Accommodation (72) 264 &8
Incidents Breaches Administratve (56) 38 32
Agriculture (11) 66 33
° Ed ucation X 8 X 4 Construction (23) 87 66
Education (&1} 498 238
H Entertainment (71) 432 a3
o

F I n a n Ce X 3 5 X 9 Finance (52) 1,829 47T
Healthcare (62) R22 433
e Hea Ithca re X 8 X7 Information (51) 2105 380
Management (55) =} =]
° P rofe ssSiona | X 2 6 X 8 Manufacturing (31-33) 1,814 259
Mining (21) 25 13
H 11 H Other Servi (81) 143 100

* Public Administration x36 x6 rServces
Professional (54) 1,396 421
. Public Administration (32) 3,270 b2
¢ REta | I X 9 X 4 Real Estate (53) 83 59
Ratail (44—45) 404 k=]
Transportation (48-49) 349 106
Litilities (22) 17 33
Wholesale Trade (42) =1 53

Unknown 2,777 1,553




What Verizon Found — Asia Pacific Region

Asia Pacific
(APAC)

Frequency

699 incidents, 164 with confirmed data disclosure

Top patterns

Social Engineering, System Intrusion and Basic Web
Application Attacks represent 93% of breaches

Threat actors

External (92%), Internal (9%), Partner (2%),
Multiple (29%) (breaches)

Actor motives

Financial (61%), Espionage (39%), Convenience (2%),
Grudge (2%), Secondary (1%) (breaches)

Data
compromised

Internal (56%), Secrets (42%), Other (33%),
Credentials (29%) (breaches)




I What Verizon Found - Breach Trends (15" Edition)
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I Discovery Methods Used Over Time (15" Edition)

Actor Disclosure (External)

Law Enforcement (External)

Customer {(External)

Monitoring Service (Partner) Other (Internal)

Year: 2016

Rank: 8 Security Researcher (External)
Breaches: G

Sample Size: 727

Financial Audit {Internal)

/ IT Review (Internal)

Monitoring Service (Partner)
2015 2016 2017 2018 2019 2020 2021




I Response Time For Breach Events — 2010 (15" Edition)

L
Seconds Minuges Hours Days Wezks Morths Years

]
Seconds Minutes Hours Day= Wesks Morths Years




Response Time For Breach Events — 2021 (15" Edition)
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I NIST Cyber Security Framework

CYBERSECURITY
FRAMEWORK

)

» VERSION 1.1
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I Completed Framework Example

Function

Cat.01 - Asset Management (IDARM)

Cat.02 - Business Environment (ID.BE)

Cat.03 - Governance (ID.GV)

Cat.04 - Risk Assessment [ID.RA)

Cat.05 - Risk Management Strategy (ID.RM)
Cat.06 - Supply Chain Risk Management (ID.5C)
Cat.07 - ldentity Management, Authentication and Access Control (PR.AC)
Cat.08 - Awareness and Training (PR.AT)

Cat.09 - Data Security (PR.DS)

Cat. 10 - Information Protection Processes and Procedures (PRLIF)
Cat.11 - Maintenance [PR.MA)

Cat.12 - Protective Technology (PR.PT)

Cat.13 - Anomalies and Events [DE.AE)

Cat.14 - Security Continuous Monitoring {DE.CM)
Cat.15 - Detection Processes (DE.DP)

Cat.16 - Response Planning (R5.RP)

Cat.17 - Communications (RS.CO)

Cat 18 - Analysis [R5.AN)

Cat.19 - Mitigation (R3.MI)

Cat. 20 - Improvements [R5.IM)

Cat.21 - Recovery Planning (RC.RP)

Cat.22 - Improvements (RC.IM)

Cat.23 - Communications [RC.CO)

Grand Total




I CIS Controls

Inventory and
Control of
Enterprise Assets
6 2/5

62 4/5 63 5/5

Secure Configuration
of Enterprise Assets
and Software

G 7/12 (62 11/12 (63 12/12

Continuous
Vulnerability
Management

6L 4/7 W6x 7/7 &8 T7/7

Malware
Defenses
IGL 3/7

62 7/7 W63 7/7

Network
Monitoring
and Defense

161 0/11 W62 6/11 (63 11/11

Applications
Software Security

IGL 0/14 (62 11/14 (63 14/14

12 safeguards

Inventory and
Control of
Software Assets

161 3/7 W62 6/7 &3 7/7

Account
Management
161 4/6

162 6/6 63 6/6

Audit Log
Management

161 3/12 W62 11/12 (63 12/12

Data
Recovery
161 4/5

162 5/5 83 5/5

Security Awareness
and Skills Training

6l g8/'o W62 9/9 163 9/9

Incident Response
Management
161 3/9

162 8/9 163 9/9

14 safeguards

7 Safeguards

Data
Protection

6L 6/14 (62 12/14 (163 14/14

Access Control
Management

161 5/8 (62 7/8 &3

Email and
Web Browser
Protections

6L 2/7 (62 6/7 (63

Network
Infrastructure
Management

L 1/8 (&2 7/8 &3

Service Provider
Management

61 1/7 162 4/7 163

Penetration
Testing

161 0/5 U6Z 3/5 63




CIS Controls

1G 1 is the definition of basic cyber hygiene and
represents a minimum standard of information 5 6
security for all enterprises. IG1 assists enterprises
with limited cybersecurity expertise thwart general, Cyber defense
IG2 1G3 non-targeted attacks. Safeguards
1G 2 assists enterprises managing IT infrastructure 74
of multiple departments with differing risk profiles.
IG2 aims to help enterprises cope with increased Additional
operational complexity. cyber defense
Safeguards
1G 3 assists enterprises with IT security experts secure 2 3
sensitive and confidential data. IG3 aims to prevent and/or Additional
lessen the impact of sophisticated attacks. cyber defense
Safeguards

Total Safeguards 1 5 3




I CIS Controls

Number  Comtrol/ Sateguard Gl 1G2 163 Mumber  Coniral/Sateguard IG1 152 163
ﬂl Inventory and Control of ﬂ Secure Configuration of
Enterprise Assets Enterprise Assets and Software
11 Establish and Maintain Detziled Enterprise Assef Inventory L I 41 Establish and Maintain a Secure Configuration Process L N N
12 Address Unauthorized Assets L L 42 Establish and Maintain a Secure Configuration Process for L L
13 Uilize an Active Discovery Tool . e Hetwork Infrastructure
14  UseDynamic Host Configuration Protocal (DHCP) Logging to .0 43  Configure Automatic Session Locking on Enterprise Assets * s
Update Enterprize Assat Inventory 44 Implement and Manage a Firewall on Servers L N
15 Uise & Passive Asset Discovery Tool L 45 Implement and Manage a Firewall on End-User Devices L L
46 Securely Manage Enterprise Assefs and Software L L
ﬂ 2 Inventory and Control of 47  Manage Default Accounts on Enterprise Asssts and Software ™ @ @ @
Software Assets 48 Uninstall or Disable Unnecessary Services on Enterprise Assets [ )
21 Establish and Maintain a Software Inventory . and Software
22 Ensure Authorized Software is Cumently Supported s » 49 Configure Trusted DNS Servers on Enterprise Assets L ]
23 Address Unauthorized Software e s @ 4.10  Enforce Automatic Device Lockout on Portable End-User Devices L
24 Utilize Automated Saftware Inventory Tagls . @ 411  Enforce Remote Wipe Capability on Portable End-User Devices L
25 Allowlist Authorized Software s » 412  Separate Enterprise Workspaces on Mobile End-User Devices L ]
26 Allowlist Authorized Libraries L N
27 Allowlist Authorized Scripts L] 05 Account
Management
Data 51 Establish and Maintain an Inventary of Accounts LI
ﬂ 3 Protection 5.2 Use Unique Passwords . e
31 Establish and Maintain a Data Management Process L B 53 Dis-ahlle Dunﬂa{lmlxuunfs. - Al
32 Esiablish and Maintain a Data Inveriory ® e 54 Lﬂ?ﬁwﬁiﬂﬁ?mlwem Dedicated - -
33  Configure Dat Access Control Lists — Bl 55  Establishand Maintain zn Inventory of Service Accounts . e
34 Enforce Data Refention 2 [l 56 Centralize Account Management L
35 Securely Dispose of Data L I
36 Encrypt Data on End-User Devices L I u ﬁ Access Control
a7 Establish and Maintain a Data Classification Scheme L N Management
:g Er:c;:;::af:; mvahle e : : 6.1 Estahljtsh an Access Grarrti|.1g| Process " e
310 EncryptSensiive Dato inTransit . 6.2 Establish an Access Revoking Process L N N
YT Encrypt Sensitive Data at Rest py— 6.3 Raqu?re MFA for Externally-Exposed Applications L L
312  Segment Data Processing and Storage Based on Sensitivity L 64 Require MFA for Remate Network Acoess _hd
313 Deploya Data Loss Prevention Solution =~ 6.5 Require MFA for Administrative Access L N
6.6 Establish and Maintain an Inventory of Authentication and L N ]
314  Log Sensitive Data Access . Authorization Systems
6.7 Centralize Access Control L ]
6.8 Define and Maintain Role-Based Access Control [ ]




I CIS Controls

Number  Control'5afeguard 61 162 1G3 Mumber  Control/ Sateguand IG1 1G2 h&3
ﬂ Continuous Vulnerability lﬂ Malware
Management Defenses
71 Establish and Maintain a Vulnerability Management Process ® & @ 101  Deploy and Maintain Anti-Malware Software L BN B ]
T2 Establish and Maintain a Remediation Process UL 102  Configure Automatic Anti-Malware Signature Updates L
T3 Perform Automated Operating System Patch Management e s @ 103  Disable Mutorun and Autoplay for Removable Media [ N ]
74 Perform Automated Application Patch Management L 104  Configure Automatic Anti-Malware Scanning of Removable Media [
75 Perform Automated Vulnerability Scans of Internal L I 105  Enable Anti-Exploitation Features [ N
Enterprisz Assets 106  Centrally Manage Anti-Mabware Software ..
756 Perform Automated Vulnerzbility Scans of Externally-Exposad LN 107  Use Behavior-Based Anti Malware Software . e
Enterprise Assets
77 Remedizte Detected Vulnzrabiliti . @
emedi ulnerabilities 1 1 Data
. Recover
Audit Log y
Management 111  Establish and Maintain a Data Recovery Process LN B
- — - 112  Perform Automated Backups L BN B ]
81 Establish and Maintain an Audit Log Management Process L I 113 Frodh — 1 s o
B2  Collect Audit Logs s e 3 Trotect Hecovery Tk
- 114  Establish and Maintain an |solated Instance of Recovery Data L B ]
83 Ensure Adequate Audit Log Storage UL 115 Test Data B Py
84  Standardize Time Synchronization .. . A Fecovery
. i i L]
85 Collect Detailed Audit Logs ° - 12 Network Infrastructure
8.6 Collect DNS Query Audit Logs ] Management
87 Caollect URL Request Audit Logs L
a8 Callect Command-Line Audit Logs . @ 121 Ensum? Network I!1Ira_srrut:h1re iz Up-to-Date : LN B
89 Centralize Audit Logs s e 122  Establish and Maintain a Secure Network Architecture L
810  Retain Audit Logs Y 123 Secun?ry M.anage-Net:wnrk Irllfrastrumllre [ N ]
a1l Conduct Audit Log Reviews s ln 124  Establish and Maintain Architecture Diagram(s) [
- y 125  Ceniralize Network Authentication, Authorization, and [ 3N ]
812  Collect Service Provider Logs L] Auditing (AAA]
. 126  Useof Secure Network Management and [
u g Email and Web Browser Communication Pratocols
Protections 127  Ensure Remote Devices Utilize a VPN and are Connecting to an )
9.1 Ensure Use of Only Fully Supported Browsers and Email Clients @ @ @ Enterprise’s AAA Infrastructure
9.2 Use DNS Fittering Services P 128 Estal_}ll_sh an_d Maintain Dedicated Computing Resources for All L ]
Administrative Work
93 Maintzin and Enforce Network-Based URL Filters L
94 Restrict Unnecessary or Unauthorized Browser and Email LN
Client Extensions
95 Imiplement DMARC L
9.6 Block Unnecessary File Types LN
a7 Deploy and Maintain Email Server Anti-Malware Protections L]




I CIS Controls

Number  Control'5afeguard 61 162 1G3 Mumber  Control/ Sateguand G2 163
1 3 Network Monitoring lﬁ Application Software
and Defense Security
131 Centralize Security Event Alerting L 161  Establish and Maintain a Secure Application [ N ]
132  Deploy a Host-Based Intrusion Detection Solution .. Development Process
133 Deploy a Metwork Intrusion Detection Soluticn e @ 162 Ez‘:ﬂn:::’.ﬂilﬂnlssuﬂlmﬂlna Process to Accept and Address Software LN ]
134  Perform Traffic Filtering Between Network ts . @
e D"“;ﬂ 'DD:"” - BE';I ME'I:&Q"“" - 163 Perform Roat Cause Analysis on Security Vulnerabiliies 30
Anage Arcess Lontr Tor emote ° 164  Establish and Manage an nventory of Third-Party . .
136  Collect Network Traffic Flow Logs LI Software Components
137  Deploy a Host-Based Intrusion Prevenfian Solution = 165 Use Up-to-Date and Trusted Third-Party Software Components .
138  Deploy a Network Intrusion Prevention Solution = 166  Establish and Maintain a Severity Rating System &nd Process for . e
139  Deploy Port-Level Access Control [ Application Vulnerabilities
13.10 Perform Application Layer Filtering L] 16.7  Use Standard Hardening Configuration Templates for Application L
1311 Tune Security Event Alerting Thresholds P Infrastructure
168  Separste Production and Non-Production Systems [
SEI:I.II'it:,F Awareness 169  Trin Develqpers in Application Security Concepts and [ N ]
- .. Secure Coding
and Skills Training . _
16.10  Apply Secure Design Principles in Application Architectures [
141 Establish and Maintain a Security Awareness Program L] L] 1611 Leverage Vetted Modules or Services for Application . ®
142  Train Workforce Members to Recognize Social L] L] Security Components
Enginesring Attacks 1612 Implement Code-Level Securty Checks .
143  Train Workforce Members on Authentication Bast Practices L] L] 1613 Conduct Application Penetration Testing Py
144  Train Workforce on Data Handling Best Practices ] L] 1614 Conduct Threat Modzling .
145  Train Workforce Members on Causes of Unintentional L
Data Exposure -
146  Tri 'szu Membe: R izi d Reporti e e 0 17 Incident HESPOI‘ISE
rain Workforce rs an Recognizing and Reporting
Security Incidents Management
147  Train Workforce on How to ldentify and Report if Their Enterprise @ @ @ 171 Designate Personnel to Manage Incident Handling . e
Assets are Missing Security Updates 172  Establish and Maintain Contact Information for Reporting . e
148  Train Workforce on the Dangers of Connecting to and ® o0 Security Incidents
Transmitting Enterprise Data Over Insecure Networks 173  Establish and Maintain an Enterprise Process for . e
149  Conduct Role-Specific Security Awareness and Skills Training L Reporting Incidents
174  Establish and Maintain an Incident Response Process [ N ]
1 5 Service Provider 175  hssign Key Roles and Respansibilities ..
Management 176  Define Mechanisms for Communicating During [ N ]
Incident R
151 Establish and Maintain an Inventory of Service Providers *°0 — c':md R“E’“F — -
152  Establish and Maintain a Servic Provider Menagement Policy .. — cm“‘“ P:Gt |”E _:“’ EF:" esponse Dercises ——
t - nt
153 Classity Service Providers . e pet PosT noident heviens -
154  Ensure Service Provider Contracts Include Security Requirements LN 179  Establish and Maintain Security Incident Thresholds
155  Assess Service Providers . Penetration
156  Monitor Service Providers L 13 Testing
157  Securely Decommission Service Providers ]
181  Establish and Maintain a Penefration Testing Program [ N ]
182  Perform Periodic Extarnal Penetration Tests [
183  Remediate Penetration Test Findings [ N ]
184  Validate Security Measures L
185  Perform Periodic Intemal Penetration Tests L ]




I Applying Controls from Advisories

RECOMMEMDATIONS:

CYbersec u rity We recommend the following actions be taken:
AdVi So ry » Apply appropriate updates provided by Google to vulnerable systems immediately

= MS-ISAC’

after appropriate testing. (M1031: Update Software)
= Safeguard 7.1: Establish and Maintain a Vulnerability Management
Process: Establish and maintain a documented vulnerability management
process for enterprise assets. Review and update documentation annually, or
when significant enterprise changes occur that could impact this Safeguard.

+ Safeguard 7.4: Perform Automated Application Patch

TLP: CLEAR Management: Perform application updates on enterprise assets through
MS-ISAC CYBERSECURITY ADVISORY automated patch management on a monthly, or more frequent, basis.
+ Safeguard 7.7: Remediate Detected Vulnerabilities: Remediate detected
MS-ISAC ADVISORY NUMBER: vulnerabilities in software through processes and tooling on a monthly, or more
B frequent, basis, based on the remediation process.
2023-057 « Safeguard 9.1: Ensure Use of Only Fully Supported Browsers and Email
Clients: Ensure only fully supported browsers and email clients are allowed to
DATE(S) ISSUED: execute in the enterprise, only using the latest version of browsers and email
- clients provided through the vendor.

0&/05/2023

= Apply the Principle of Least Privilege to all systems and services. Run all software as
SUBJECT: a non-privileged user (one without administrative privileges) to diminish the effects of
. o . . a successful attack. (M1026: Privileged Account Management)
AV ulnerability in Google Chrome Could Allow for Arbitrary Code Execution - Safeguard 4.7: Manage Default Accounts on Enterprise Assets and

Software: Manage default accounts on enterprise assets and software, such as



I Applying Controls from the lessons learned

0

Secure Configuration of
Enterprise Assets and Software

14 Security Awareness
and Skills Training

14.1 Establish and Maintain a Security Awareness Program [

142  Train Workforce Members to Recognize Social [
Engineering Attacks

143  Train Workforce Members on Authentication Best Practices [

144  Train Workforce on Data Handling Best Practices o

145  Train Workforce Members on Causes of Unintentional [
Data Exposure

146  Train Workforce Members on Recognizing and Reporting [
Security Incidents

147  Train Workforce on How to Identify and Report if Their Enterprise @
Assets are Missing Security Updates

14.8  Train Workforce on the Dangers of Connecting to and o

Transmitting Enterprise Data Over Insecure Networks

4.1 Establish and Maintain a Secure Configuration Process o
42 Establish and Maintain a Secure Configuration Process for o
Network Infrastructure
4.3 Configure Automatic Session Locking on Enterprise Assets o
44 Implement and Manage a Firewall on Servers [
45 Implement and Manage a Firewall on End-User Devices [
4.6 Securely Manage Enterprise Assets and Software o
4.7 Manage Default Accounts on Enterprise Assets and Software o
06 Access Control
Management
6.1 Establish an Access Granting Process e
6.2 Establish an Access Revoking Process o
6.3 Require MFA for Externally-Exposed Applications ®
6.4 Require MFA for Remote Network Access o
6.5 Require MFA for Administrative Access o




I What services are clients engaging in?

e Cyvber framework

e Cyber controls

e Incident response plans and playbooks

e Incident response control room

* Tabletop simulations

e Responding to incidents including forensics

e Incident response retainer



https://incidentresponse.co.nz/nist-cybersecurity-framework/
https://incidentresponse.co.nz/cis-controls/
https://incidentresponse.co.nz/incident-response-plan/
https://incidentresponse.co.nz/control-room/
https://incidentresponse.co.nz/cyber-incident-simulations/
https://incidentresponse.co.nz/forensic-technology/
https://incidentresponse.co.nz/incident-response-retainer/

Thank you

Campbell McKenzie

0800 WITNESS or 021 779 310
campbell@incidentresponse.co.nz
incidentresponse.co.nz

whistleblowers.co.nz

Incident
Response

FORENSIC & CYBER
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