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Verizon 2023 Data Breach Investigations Report (16th Edition)

• The DBIR was created to provide a place for security practitioners to look 
for data-driven, real-world views on cybercrime.

• This data informs us of the steps we should take to protect ourselves.

• The report is used to increase awareness of the tactics attackers are likely 
to use against organisations in your industry.

• It is also used as a tool to encourage executives to support security 
initiatives and illustrate to employees the importance of security and how 
they can help.
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Verizon Data Breach Investigations Report (16th Edition)

• 16,312 security incidents that 
compromised the integrity, 
confidentiality or availability 
of an information asset.

• 5,199 breaches that resulted 
in the confirmed disclosure of 
data to an unauthorised
party.

• Total Set
• 953,894 incidents

• 254,968 breaches
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What Verizon Found – Key Statistics

• 74% of all breaches include the human element
Error, Privilege Misuse, stolen credentials or Social Engineering

• 50% of all Social Engineering incidents used pretexting
An invented scenario that tricks someone, that may result in a breach

• 24% of all breaches involved ransomware
Maliciously encrypting data and demanding a ransom to return or unlock it

• 19% involved internal actors
Intentional and unintentional harm through misuse and simple human errors

• 95% of breaches are financially driven
It’s (almost) always about the money
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Patterns over time in incidents
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Patterns over time in breaches
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What Verizon Found – By Industry
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Incidents Breaches

• Education x 8 x 4

• Finance x 35 x 9

• Healthcare x 8 x 7

• Professional x 26 x 8

• Public Administration x 36 x 6

• Retail x 9 x 4



What Verizon Found – Asia Pacific Region
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What Verizon Found - Breach Trends (15th Edition)
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Discovery Methods Used Over Time (15th Edition)
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Response Time For Breach Events – 2010 (15th Edition)
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Response Time For Breach Events – 2021 (15th Edition)
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MITRE ATT&CK®
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MITRE ATT&CK® - Trickbot
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Ransomware – Vectors and Groups
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https://www.coveware.com/ransomware-quarterly-reports



Digital Forensics
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Cyber Governance
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NIST Cyber Security Framework
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Completed Framework Example
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CIS Controls
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CIS Controls
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CIS Controls
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CIS Controls
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CIS Controls
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Applying Controls from Advisories

26



Applying Controls from the lessons learned
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What services are clients engaging in?

• Cyber framework

• Cyber controls

• Incident response plans and playbooks

• Incident response control room

• Tabletop simulations

• Responding to incidents including forensics

• Incident response retainer
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https://incidentresponse.co.nz/nist-cybersecurity-framework/
https://incidentresponse.co.nz/cis-controls/
https://incidentresponse.co.nz/incident-response-plan/
https://incidentresponse.co.nz/control-room/
https://incidentresponse.co.nz/cyber-incident-simulations/
https://incidentresponse.co.nz/forensic-technology/
https://incidentresponse.co.nz/incident-response-retainer/


Thank you

Campbell McKenzie

0800 WITNESS or 021 779 310

campbell@incidentresponse.co.nz

incidentresponse.co.nz 

whistleblowers.co.nz
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