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Whistleblower Update



This research provides valuable information about the:

• costs
• methods
• perpetrators
• outcomes

of occupational fraud schemes derived from more than:

• 2,000 real cases of fraud
• 133 countries
• 23 industries



“

• The Oxford Dictionary

“A person who informs
on a person or organisation 
engaged in an illicit activity”
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Joanne Harrison (MoT)
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The 2022 Act addresses the following issues and improvements from the 2000 Act:

• extending serious wrongdoing to cover private sector use of public funds and 
behaviour that is a serious risk to the health and safety of any individual

• allowing people to report serious wrongdoing directly to an appropriate authority
• strengthening protections by specifying what a receiver of a disclosure should do
• clarifying internal procedure requirements for public sector organisations and 

requiring them to state how they will provide support to disclosers
• clarifying the potential forms of adverse conduct disclosers may face.

Improvements from previous Act



A protected disclosure is when the discloser:

• believes on reasonable grounds that there is, or has been, serious wrongdoing in or 
by the discloser’s organisation, and

• discloses information about that in accordance with the Act, and
• does not disclose it in bad faith.

What is a protected disclosure?



A discloser, in relation to an organisation, means an individual who is (or was formerly):

• an employee
• a homeworker within the meaning given in section 5 of the Employment Relations 

Act 2000
• a secondee to the organisation
• engaged or contracted under a contract for services to do work for the organisation
• concerned in the management of the organisation (including, for example, a person 

who is or was a member of the board or governing body of the organisation)
• a member of the Armed Forces (in relation to the New Zealand Defence Force)
• a volunteer working for the organisation without reward or expectation of reward for 

that work.

Who is a discloser?



Serious wrongdoing includes an act, omission or course of conduct that is:

• An offence
• A serious risk to public health, or public safety, or the health or safety of any 

individual, or to the environment
• A serious risk to the maintenance of the law including the prevention, investigation 

and detection of offences or the right to a fair trial
• An unlawful, corrupt or irregular use of public funds or public resources
• Oppressive, unlawfully discriminatory, or grossly negligent or that is gross 

mismanagement by a public sector employee or a person performing a function or 
duty or exercising a power on behalf of a public sector organisation or the 
Government.

What constitutes a protected disclosure?



Within 20 working days of receiving a protected disclosure, the receiver should 
acknowledge to the discloser the receipt of the disclosure, consider whether it warrants 
investigation, and deal with the matter by doing one or more of:
• investigating the disclosure
• addressing any serious wrongdoing by acting or recommending action
• referring the disclosure to an (or another) appropriate authority
• deciding that no action is required.
The receiver should then inform the discloser about what they have done or are doing 
to deal with the matter. If the receiver is unable to complete these actions within 20 
working days, they should begin the process and inform the discloser how long it may 
take.

What must public and private sector
organisations do as the receiver of a
protected disclosure? (Guidance Only)



What you should look for in a Whistleblower Service



Cyber Update



Verizon Data Breach Investigations Report (15th Edition)

• The DBIR was created to provide a place for security practitioners to look 
for data-driven, real-world views on cybercrime.

• This data informs us of the steps we should take to protect ourselves.

• The report is used to increase awareness of the tactics attackers are likely 
to use against organisations in your industry.

• It is also used as a tool to encourage executives to support security 
initiatives and illustrate to employees the importance of security and how 
they can help.
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Verizon Data Breach Investigations Report (15th Edition)

• 23,896 security incidents that 
compromised the integrity, 
confidentiality or availability 
of an information asset.

• 5,212 breaches that resulted 
in the confirmed disclosure of 
data to an unauthorised
party.
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https://www.verizon.com/business/resources/reports/dbir



What Verizon Found – Key Statistics

• 82% of breaches involved a human element.

• Over half of breaches involved the use of either remote access or web 
applications.

• Partners accounted for 62% of System Intrusion incidents,  although this 
was mostly due to single supply chain breaches.

• About two-thirds of breaches involved Phishing, Stolen credentials and/or 
Ransomware.

• 95% had five or fewer steps. Phishing, Downloader, Ransomware.
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What Verizon Found – Key Statistics
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What Verizon Found - Breach Trends
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What Verizon Found - Discovery Methods Used Over Time
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Ransomware Update
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https://www.coveware.com/blog/2022/7/27/fewer-ransomware-victims-pay-as-medium-ransom-falls-in-q2-2022



CIS Controls



CIS Controls
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CIS Controls
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CIS Controls
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CIS Controls
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Incident Response Plan



Thank you

Campbell McKenzie

0800 WITNESS or 021 779 310

campbell@incidentresponse.co.nz

incidentresponse.co.nz 
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