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Cyber – Incidents and Breaches
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Verizon Data Breach Investigations Report (15th Edition)

• The DBIR was created to provide a place for security practitioners to look 
for data-driven, real-world views on cybercrime.

• This data informs us of the steps we should take to protect ourselves.

• The report is used to increase awareness of the tactics attackers are likely 
to use against organisations in your industry.

• It is also used as a tool to encourage executives to support security 
initiatives and illustrate to employees the importance of security and how 
they can help.
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Verizon Data Breach Investigations Report (15th Edition)

• 23,896 security incidents that 
compromised the integrity, 
confidentiality or availability 
of an information asset.

• 5,212 breaches that resulted 
in the confirmed disclosure of 
data to an unauthorised
party.
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https://www.verizon.com/business/resources/reports/dbir



What Verizon Found – Key Statistics

• 82% of breaches involved a human element.

• Over half of breaches involved the use of either remote access or web 
applications.

• Partners accounted for 62% of System Intrusion incidents,  although this 
was mostly due to single supply chain breaches.

• About two-thirds of breaches involved Phishing, Stolen credentials and/or 
Ransomware.

• 95% had five or fewer steps. Phishing, Downloader, Ransomware.

5



What Verizon Found – Key Statistics
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What Verizon Found - Breach Trends
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What Verizon Found - Discovery Methods Used Over Time
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What Verizon Found - Response Time For Breach Events - 2010

9



What Verizon Found - Response Time For Breach Events – 2021

10



Our observations over the last 12 months

11



Our observations over the last 12 months
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Education Sector
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What Verizon Found - Industry Breakdown by Organization Size
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What Verizon Found – Education Sector
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What Verizon Found – Education Sector
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What Verizon Found – Education Sector
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Cyber Governance
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NIST Cyber Security Framework
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Completed Framework Example
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CIS Controls
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CIS Controls
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CIS Controls
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CIS Controls
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CIS Controls
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Applying Controls from the lessons learned
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Applying Controls from the lessons learned
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What services are clients engaging in?

• Cyber framework

• Cyber controls

• Incident response plans and playbooks

• Incident response control room

• Tabletop simulations

• Responding to incidents including forensics

• Incident response retainer
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https://incidentresponse.co.nz/nist-cybersecurity-framework/
https://incidentresponse.co.nz/cis-controls/
https://incidentresponse.co.nz/incident-response-plan/
https://incidentresponse.co.nz/control-room/
https://incidentresponse.co.nz/cyber-incident-simulations/
https://incidentresponse.co.nz/forensic-technology/
https://incidentresponse.co.nz/incident-response-retainer/
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