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Forensic technology
considerations when
responding to
cyber matters



High Court Rules 2016 - Schedule 4
Code of conduct for expert witnesses

ANZFSS Code of Professional Practice

IACIS Code of Ethics and Professional Conduct

Private Security Personnel and Private Investigators Act 2010

Expert Witness

http://www.legislation.govt.nz/regulation/public/2016/0225/latest/DLM6953324.html
anzfss-code-of-professional-practice-final.pdf
IACIS Code of Ethics and Professional Conduct 2017 V 1.3.pdf
http://www.legislation.govt.nz/act/public/2010/0115/latest/DLM1594432.html




The Forensic Examiner is now an Incident Responder

So what’s 
changed?



Lockheed Martin - The Cyber Kill Chain®



#1 RECONNAISSANCE



#2 WEAPONISATION



#3 DELIVERY



RECONNAISSANCE

#4 EXPLOIT



RECONNAISSANCE#5 INSTALLATION



RECONNAISSANCE

#6 C2C



RECONNAISSANCE#7 ACTIONS ON OBJECTIVES



From the field…
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https://static.tenable.com/marketing/research-reports/Research-Report-2021_Threat_Landscape_Retrospective.pdf

Landscape - Vulnerabilities



https://www.cert.govt.nz/about/quarterly-report/quarter-three-report-2021/

Landscape – Types of Attacks in NZ



CERT NZ - Ransomware

https://www.cert.govt.nz/assets/ransomware/cert-lifecycle-of-a-ransomware-incident.pdf



https://www.coveware.com/blog/2022/2/2/law-enforcement-pressure-forces-ransomware-groups-to-refine-tactics-in-q4-2021

Landscape - Ransomware



Impact of the Privacy Act Reform
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Privacy Act 2020 • The Privacy Act replaces 27 year old legislation 
and implements a number of the changes 
adopted in comparable jurisdictions, such as the 
EU, Australia, and various US states.

• These significant reforms will change the way 
organisations in New Zealand manage privacy 
issues and data security.

• Mandatory 
notifications for 
privacy breaches

Increased powers for 
the Privacy 

Commissioner

• Controls on 
disclosure of 
information 

overseas

• Criminal offences • Extra-territorial 
scope

Privacy Act 2020
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Serious Harm



OPC - Mandatory privacy breach reporting 

https://www.privacy.org.nz/assets/New-order/Resources-/Publications/Insights-reports/December-2021-Insights-Report.pdf



OPC - Mandatory privacy breach reporting 

https://www.privacy.org.nz/assets/New-order/Resources-/Publications/Insights-reports/December-2021-Insights-Report.pdf




