Forensic technology
considerations when
responding to
cyber matters

NZISF - March 2022
-

OhyH0!

Ofytos
Incident
Response

FORENSIC & CYBER



Expert Witness

High Court Rules 2016 - Schedule 4
Code of conduct for expert witnesses

ANZESS Code of Professional Practice

IACIS Code of Ethics and Professional Conduct

Private Security Personnel and Private Investigators Act 2010


http://www.legislation.govt.nz/regulation/public/2016/0225/latest/DLM6953324.html
anzfss-code-of-professional-practice-final.pdf
IACIS Code of Ethics and Professional Conduct 2017 V 1.3.pdf
http://www.legislation.govt.nz/act/public/2010/0115/latest/DLM1594432.html

Electronic Discovery Reference Model

Standards, Guidelines, and Practical Resources for Legal Professionals and E-Discovery Practitioners

Information Governance
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So what'’s
changed?
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Martin - The Cyber Kill Chain ® &=




#1 RECONNAISSANCE




#2 WEAPONISATION
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#7 ACTIONS ON OBJECTIVES
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From the field...

_



Landscape - Vulnerabilities

TOP 5 VULNERABILITIES IN 2021

1 2 3 5 5

PROXYLOGON, PRINTNIGHTMARE, VMWARE PULSE CONNECT ZEROLOGON,
MICROSOFT WINDOWS PRINT VSPHERE SECURE WINDOWS NETLOGON
EXCHANGE SERVER SPOOLER PROTOCOL

CVE-2021-26855 CVE-2021-34527 CVE-2021-21985 CVE-2021-22893 CVE-2020-1472

https://static.tenable.com/marketing/research-reports/Research-Report-2021_Threat _Landscape_Retrospective.pdf



Landscape — Types of Attacks in NZ

Phishing and credential harvesting
Scams and fraud
Unauthorised access
Malware

Website compromise
Ransomware

Suspicous network traffic
Denial of service

Botnet traffic

C and C server hosting
Other

1,071
488
225
151
30
18

10

From
previous
quarter

A 73%
A 25%
A 32%
A 372%
A 58%
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https.//www.cert.govt.nz/about/quarterly-report/quarter-three-report-2021/
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I CERT NZ - Ransomware

LIFECYCLE OF ARANSOMWARE INCIDENT cert

The common attack paths of a human-operated ransomware incident based on examples CERT NZ has seen
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Internet-
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Password movement
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Command J &
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control i) backups
Exploit Privilege
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— Encrypt
data
Email smrraia Malware
New Zeatand Government

https.//www.cert.govt.nz/assets/ransomware/cert-lifecycle-of-a-ransomware-incident.pdf




I Landscape - Ransomware

Ransomware Attack Vectors Ransom Payments By Quarter
100.0% == RDP Compromise == Average Ransom Payment == Median Ransom Payment
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Q COVEWARE @ COVEWARE

https://www.coveware.com/blog/2022/2/2/law-enforcement-pressure-forces-ransomware-groups-to-refine-tactics-in-q4-2021




Impact of the Privacy Act Reform

_



. * The Privacy Act replaces 27 year old legislation

I Prlvacy Act 2020 and implements a number of the changes
adopted in comparable jurisdictions, such as the
EU, Australia, and various US states.

e These significant reforms will change the way
organisations in New Zealand manage privacy
issues and data security.

* Mandatory Increased powers for e Controls on e Criminal offences * Extra-territorial
notifications for the Privacy disclosure of scope
privacy breaches Commissioner information

overseas
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I Serious Harm

113  Assessment of likelihood of serious harm being caused by privacy breach

When an agency i1s assessing whether a privacy breach is likely to cause ser-
1ous harm in order to decide whether the breach 1s a notifiable privacy breach,
the agency must consider the following:

(a)

any action taken by the agency to reduce the risk of harm following the
breach:

whether the personal information is sensitive in nature:
the nature of the harm that may be caused to affected individuals:

the person or body that has obtained or may obtain personal information
as a result of the breach (if known):

whether the personal information is protected by a security measure:

any other relevant matters.




OPC - Mandatory privacy breach reporting
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Number of reported breaches per month (2020/2021) Privacy Act 1993 ® Privacy Act 2020

76 73
57

Jan-20 Feb-20 Mar-20 Apr-20 May-20 lun-20 Jul-20 Auwg-20 Sep-20 Oct-20 Mowv-20 Dec-20 Jan-21 Feb-21 Mar-21 Apr-21 May-21 Jun-21 Jul-21 Aug-21 Sep-21 Oct-21 Mow-21

https.//www.privacy.org.nz/assets/New-order/Resources-/Publications/Insights-reports/December-2021-Insights-Report.pdf




OPC - Mandatory privacy breach reporting

32.8% 67.2%

33% of all reported breaches met the serious harm threshold.

Causes of privacy breaches

® Human error

® Malicious Attack

® Theft of information
Other
System fault

See data note on page 5.

® Serious
@ Not serious 61.0% 39.0%
61% of affected individuals had been ® Had been notified
notified by the time the Office was ® Had not been notified

informed of the privacy breach

Timeliness of breach reporting to OPC
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5%

0%

Within 3 days Within 10 days Within 30 days  More than 30 days Unknown

https.//www.privacy.org.nz/assets/New-order/Resources-/Publications/Insights-reports/December-2021-Insights-Report.pdf -
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In(E:Iident Thank you
Response
e Campbell McKenzie
0800 WITNESS
021 779 310

campbell@incidentresponse.co.nz
incidentresponse.co.nz

We help you Prepare, Respond and Recover

from and Incidents



