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1. Electronic Evidence - what is it and how can it help you?

2. A walk through of the forensic technology process

3.Cyber security considerations



What is Electronic Evidence

• Electronic evidence includes any data that may be located on a wide range of 
storage locations. e.g servers, personal computers, laptops, mobile devices, 
cloud repositories etc

• Electronic evidence is unique as it:
• Can be distributed across physical and jurisdictional locations
• Is volatile and can be easily altered, overwritten, damaged or permanently destroyed 

by a single keystroke or mouse click
• Can be copied without degradation
• May not be ‘readily retrievable’ if the necessary hardware and software is not 

preserved. 
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What is Forensic Technology

• A branch of forensic science that focuses on identifying, acquiring, processing, 
analysing and reporting on electronic data.

• Involves the handling of data for the purpose of legal proceedings.

• All processes must utilise sound forensic techniques to ensure that the 
findings are admissible in court.
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Acquisition

• Preserve the integrity of the electronic evidence

• Identical copy without changing the content of the electronic evidence

• Creates a hash value to prove that the copy is sound

• Analysis typically performed on the copy
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Acquisition
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Computer Mobile Cloud Warrant Return



Expert Witness and Professional Obligations

• High Court Rules 2016 - Schedule 4 Code of conduct for expert witnesses

• ANZFSS Code of Professional Practice

• IACIS Code of Ethics and Professional Conduct

• Private Security Personnel and Private Investigators Act 2010

Incident Response Solutions Limited is licenced by the Ministry of Justice as Private Investigators, licence number: 20-072755.
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Cyber Landscape
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Source - https://www.tenable.com/blog/tldr-the-tenable-research-2020-threat-landscape-retrospective

Landscape - Vulnerabilities



Landscape - CERT NZ

Source - https://www.cert.govt.nz/assets/Uploads/Quarterly-report/2020-q3/cert-nz-q3-2020-data-landscape.pdf



Source - https://www.ibm.com/security/digital-assets/cost-data-breach-report

Landscape - Data Breach



Source - https://www.coveware.com/blog/ransomware-marketplace-report-q4-2020

Landscape - Ransomware
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Privacy Act 2020 • The Privacy Act replaces 27 year old legislation 
and implements a number of the changes 
adopted in comparable jurisdictions, such as the 
EU, Australia, and various US states.

• These significant reforms will change the way 
organisations in New Zealand manage privacy 
issues and data security.

• Mandatory 
notifications for 
privacy breaches

Increased powers for 
the Privacy 

Commissioner

• Controls on 
disclosure of 
information 

overseas

• Criminal offences • Extra-territorial 
scope

Privacy Act 2020
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Serious Harm



Cyber Framework and Controls
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NIST CSF Framework



CIS Controls



Case Studies and Questions
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Case Study 1



Case Study 2



Thank you

Campbell McKenzie

0800 WITNESS or 021 779 310

campbell@incidentresponse.co.nz

incidentresponse.co.nz 

whistleblowers.co.nz


