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Cyber Landscape
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Source - https://www.tenable.com/blog/tldr-the-tenable-research-2020-threat-landscape-retrospective

Landscape - Vulnerabilities



Landscape - CERT NZ

Source - https://www.cert.govt.nz/assets/Uploads/Quarterly-report/2020-q3/cert-nz-q3-2020-data-landscape.pdf



Source - https://www.ibm.com/security/digital-assets/cost-data-breach-report

Landscape - Data Breach



Source - https://www.coveware.com/blog/ransomware-marketplace-report-q4-2020

Landscape - Ransomware



8

Privacy Act 2020 • The Privacy Act replaces 27 year old legislation 
and implements a number of the changes 
adopted in comparable jurisdictions, such as the 
EU, Australia, and various US states.

• These significant reforms will change the way 
organisations in New Zealand manage privacy 
issues and data security.

• Mandatory 
notifications for 
privacy breaches

Increased powers for 
the Privacy 

Commissioner

• Controls on 
disclosure of 
information 

overseas

• Criminal offences • Extra-territorial 
scope

Privacy Act 2020
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Serious Harm



Source - https://www.privacy.org.nz/assets/Privacy-Commissioner-Annual-Report-20.pdf

Landscape - OPC



Cyber Framework

National Institute of Standards and Technology (NIST)
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NIST CSF Framework



NIST Privacy Framework



Completing the Framework



Completed Framework Example



Cyber Controls

Centre for Internet Security (CIS)
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CIS Controls



Training

Executive and Technical

18







Digital Cyber Risk Training
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