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Forensic Technology 101
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What is Forensic Technology or Digital Forensics

• A branch of forensic science that focuses on identifying, acquiring, processing, 
analysing and reporting on electronic data.

• Involves the handling of data for the purpose of legal proceedings.

• All processes must utilise sound forensic techniques to ensure that the 
findings are admissible in court.
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What is Electronic Evidence

• Electronic evidence includes any data that may be located on a wide range of 
storage locations. e.g servers, personal computers, laptops, mobile devices, 
cloud repositories etc

• Electronic evidence is unique as it:
• Can be distributed across physical and jurisdictional locations
• Is volatile and can be easily altered, overwritten, damaged or permanently destroyed 

by a single keystroke or mouse click
• Can be copied without degradation
• May not be ‘readily retrievable’ if the necessary hardware and software is not 

preserved. 
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Forensic Investigation Lifecycle

• Acquisition

• Processing

• Analysis

• Reporting
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Acquisition

• Preserve the integrity of the electronic evidence

• Identical copy without changing the content of the electronic evidence

• Creates a hash value to prove that the copy is sound

• Analysis typically performed on the copy
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Acquisition
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Computer Mobile Cloud Warrant Return



Social Media Evidence
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Social Media Uses
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As a platform

10

As electronic evidence



Social Media as a Platform

Social Media can be used as an investigative tool when seeking evidence or 
information about:

• missing persons

• wanted persons

• crimes perpetrated online

• photos or videos of a crime posted online
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International Association of Chiefs of Police Survey - 2013

90% use social media to support criminal investigations.

80% claim social media has helped solve crime.

Most common Sources:

• Facebook - 92%

• Twitter - 65%

• YouTube - 43%

A total of 500 law enforcement agencies, representing 48 States, participated in 
the survey.
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https://www.ojp.gov/library/abstracts/international-association-chiefs-police-2013-social-media-survey-results



Social Media as Electronic Evidence

Preserve Social Media Account Data

Litigation Support

Forensic Examination

Recovery of Deleted Data
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Deleted Social Media
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Innovative Solutions
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Mobile Devices – Security
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https://www.magnetforensics.com/resources/image-smartphone-magnet-acquire/



Example Forensic Collection of Social Media
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https://www.magnetforensics.com/resources/facebook-warrant-returnsdownload-my-data-and-additional-twitter-account-acquisitions-in-axiom-cloud-3-0/



Evidence Examples - Twitter
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Twitter.mp4


Evidence Examples - Facebook
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https://www.youtube.com/watch?v=6l6rtM3Y6MA


Forensic Tools
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https://www.youtube.com/watch?v=U9L-LPGzsxo


Social Media Tools
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Forensic Expert Witness View
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