
Digital Risk: 

Using Dark Web Monitoring 
to Protect your most 
important asset



HOW ARE ALL THESE BREACHES HAPPENING?
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THE THREAT TO ALL BUSINESS
9 Ways your employees’ work credentials can lead to a breach



THE DARK WEB IS REAL



THE DARK WEB IS REAL



SNAPSHOTS FROM 
THE DARK WEB

“Thank you for giving us another chance 
to provide you with the best credit cards.”
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SNAPSHOTS FROM 
THE DARK WEB

These Markets are run 
largely the same as Ebay or 
Etsy. Note the Seller ratings.

Here’s someone selling 
the “largest” known 
data dump for $10.



SNAPSHOTS FROM 
THE DARK WEB

Of course, Fraudsters 
gonna Fraud…



THE DARK WEB 
IS REAL

LOOKING FOR A JOB? 
The Dark Overlord is hiring ‘goal oriented’ 

cybercriminals for $63k/month!

The Dark Overlord is hiring. 
Specifically, it’s hiring software 
designers and systems engineers 
with at least “10 years of 
experience” to “bring innovative  
approaches to operations and think 
outside the box.”

An annual salary of $762k (payable 
after a 90-day probationary period, 
naturally) with an expected increase 
to $1.068m after 2 years (contingent 
upon positive performance reviews, 
of course).



FROM RANSOMWARE TO PUBLIC EXTORTION





PHISHING KITS: LOOKING FOR A PROJECT?

STEP-BY-STEP GUIDES
TO BUILDING YOUR OWN



PHISHING KITS: LOOKING FOR A PROJECT?



PHISHING ATTACKS ARE SURGING! 



PHISHING ATTACKS ARE SURGING! 
COVID-19 Examples



GOOD EMAIL 
HYGIENE

The CDC recommends you 
take at least 20 seconds to 
wash your hands to avoid 
germs. We recommend 
you take at least 20 
seconds to review each 
email to avoid falling 
victim to a phishing scam.

1 WATCH FOR OVERLY GENERIC CONTENT AND GREETINGS
Cyber criminals will send a large batch of emails. Look for 
examples like “Dear valued customer.”

2 EXAMINE THE ENTIRE EMAIL ADDRESS
The first part of the email address may be legitimate, but the last part 
might be off by letter or may include a number in the usual domain.

3
LOOK FOR URGENCY OR DEMANDING ACTIONS
“You’ve won! Click here to redeem prize,” or “We have 
your browser history pay now or we are telling your boss.”

4
CAREFULLY CHECK ALL LINKS
Mouse over the link and see if the destination 
matches where the email implies you will be taken.

5
NOTICE MISSPELLINGS, INCORRECT GRAMMAR, & ODD PHRASING
This might be a deliberate attempt to try to bypass spam filters.

6
CHECK FOR SECURE WEBSITES
Any webpage where you enter personal information 
should have a url with https://. The “s” stands for secure.

7
DON’T CLICK ON ATTACHMENTS RIGHT AWAY
Attachments containing viruses might have an intriguing message 
encouraging you to open them such as “Here is the Schedule I promised.”



Consult a security expert to plan effective 
strategies and get innovated solutions.

Ask for help10

Work with a responsive partner that’s on top 
of today’s challenges.

Stay current on the threats9

Monitor the Dark Web to watch for company data so a 
problem can be addressed before it becomes a crisis.

Keep an eye on the bad guys8

An extra layer of security keeps passwords and data safe.

Use two-factor authentication7

Make staffers aware of the dangers of logging in from unsecured 
public and home WiFi networks and how to use them safely.

Beware of strange networks6

Stay away from the rumor mill and use Information from 
reliable sources to make business decisions in chaotic times.

Get the facts 1

Make sure staffers are on the lookout for suspicious 
links that can lead to ransomware.

Think twice before clicking links 2

Ensure users only open attachments from proven, trusted 
sources no matter how ‘official’ that attachment looks.

Be suspicious of expected attachments 3

Have one less thing to worry about by choosing a dynamic 
web portal system that keeps track of everything.

Automate compliance 4

Encourage safe password practices like using a password 
manager and not writing them on sticky notes.

Protect those passwords 5

PROTECT YOUR EMPLOYEES

10 TIPS
TO KEEP CYBERCRIMINALS 
OUT WHILE CORONAVIRUS 

KEEPS YOU IN




