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Given the care, given the attention to detail and 
the fact that they did it without malice, they did it 
without any ad hominem approach.

Bill Hodge, Auckland University



Day 0

Preparation

Cyber risk assessment

Critical assets identified, 
protected and monitored

Incident response plan

Public relations statements

Tabletop exercise 
simulation

Day 1

Identification, 
Containment

Ransomware identified on 
cloud-based servers

Initiate incident response 
plan

Determine data was ‘Test’, 
so plan to rebuild servers

Organisation unable to 
determine what the 
infected data contained, 
whether PII/PCI was 
present or whether data 
had been copied

Forensic technology 
experts engaged

War Room Convenes

Day 2

Containment, 
Eradication

Cloud server data copied 
for examination

Log files and other forensic 
artefacts copied

All ransomware files erased

Cloud servers rebuilt for 
BAU

Examination of forensic 
data locates evidence of 
persistent access to 
corporate email system 
and ‘Man in the Middle’  
attacks due to actual data 
being used in ‘Test’ instead 
of ‘Masked’ data

Ongoing War Room

Days 3-7

Eradication, 
Recovery

Plan to communicate with 
parties affected by email 
attack

Liaison with Legal, HR, PR, 
Privacy

Forensic report issued on 
the extent of personally 
identifiable information 
and email data being 
breached

Data breach notifications 
issued

Testing all systems for BAU

Improved monitoring

Ongoing War Room

Days 8-10

Recovery

Post Incident Review

Cause – combination of 
test data not being masked 
and weak monitoring 
systems

Update incident response 
plan

Plan to implement stronger 
two-factor authentication 
for remote email access

Enforce final contact of a 
‘phone call’ with clients to 
identify possible ‘Man in 
the Middle’ vulnerabilities

Final War Room Debrief

Case Study – Cloud Ransomware Attack




