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Incident Response



WHEN, NOT IF.

FACT

If your competitors offer more security than you, your clients may opt to entrust 
their data to businesses with stronger, documented cybersecurity practices



Cyber Incidents in 
New Zealand

https://www.cert.govt.nz/

https://www.cert.govt.nz/


• Personally Identifiable Information (PII)

• Intellectual property

• Financial and PCI details

• Business strategies

• Inventories of assets
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• Financial loss

• Reputational damage

• Stress on employees

• Possible Fines

• Director Accountability



• An inventory of the digital assets in the firm

• Training and awareness

• Periodic cybersecurity risk assessments

• Security strategies and controls

• A cyber incident response plan which is 
regularly tested

• Oversight of external business and third-party 
service provider arrangements

• Ongoing cyber monitoring and analysis
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PREPARE

https://www.cert.govt.nz/it-specialists/critical-controls/10-critical-controls/

https://www.cert.govt.nz/it-specialists/critical-controls/10-critical-controls/


NIST Framework for Improving

Critical Infrastructure Cybersecurity
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https://www.nist.gov/cyberframework

https://www.nist.gov/cyberframework


PREPARE



A business continuity plan (BCP) helps ensure that 
business processes can continue during a time of 
emergency or disaster. It is designed to immediately 
take effect in a disaster.
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A documented, structured approach with 
instructions for responding to unplanned incidents. 
It is designed to ensure all aspects of a business are 
restored following a disaster and therefore can take 
longer than a BCP.



Mossack Fonesca
Panama Papers

11.5 million

40 Years

Biggest Leak in 
History

Firm
Shut DownUnknown Vector

79 Countries

2.6 Terabytes

150 Inquiries



PREPARE TO RESPOND.

FACT

“I've had 40 years in the air but in the end, 

I'm going to be judged by 208 seconds.” 

Captain Chesley Sullenberger



Tabletop Exercises

1 2 3 4 5



Tabletop Exercises

Example
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Thank you

https://incidentresponse.co.nz

https://incidentresponse.co.nz/

