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WHEN, NOT IF.

FACT

If your competitors offer more security than you, your clients may opt to entrust 
their data to firms with stronger, documented cybersecurity practices
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• Client documents for eDiscovery

• Intellectual property, such as trade secrets or 
draft patent applications

• Business strategies

• Financial account details

• Inventories of assets

• Litigation strategies

• IPO or M&A detail

• Personally identifiable

information
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• Financial loss

• Reputational damage to client and firm

• Reputation and standing of the legal 
profession

• Damage to economic infrastructure or threats 
to national security

• Questions of professional misconduct
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LESSONS LEARNED.

FACT
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Mossack Fonesca
Panama Papers

11.5 million

40 Years

Biggest Leak in 
History

Firm
Shut DownUnknown Vector

79 Countries

2.6 Terabytes

150 Inquiries



• An inventory of the digital assets in the firm

• Training to legal and administrative staff

• Periodic cybersecurity risk assessments

• Security strategies and controls

• A cyber incident response plan which is 
regularly tested

• Oversight of external business and third-party 
service provider arrangements

• Ongoing cyber monitoring and analysis
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2017 ROUNDTABLES KEY TAKEAWAYS

CYBERSECURITY AND LEGAL PRACTICE

(Centre for Legal Innovation)

1 2 3 4 5

https://www.cli.collaw.com/events-and-workshops/2018/01/29/cli-legalpreneurs-roundtables-2018
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CLOUD COMPUTING GUIDELINES FOR LAWYERS.

FACT

The Lawyers and Conveyancers Act (Lawyers: Conduct and Client Care) Rules 
2008 and the Privacy Act 1993 require lawyers to protect and hold in strict 

confidence all information concerning a client acquired in the course of the 
professional relationship.
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DATA 
STORAGE JURISDICTION

SECURITY

RESPONSE

RESEARCH 

ENCRYPT 
DATA
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NIST Framework for Improving

Critical Infrastructure Cybersecurity

1 2 3 4 5

https://www.nist.gov/cyberframework

Campbell McKenzie

Incident Response Solutions

Forensic and Cyber

https://incidentresponse.co.nz/

https://www.nist.gov/cyberframework
https://incidentresponse.co.nz/


PREPARE
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PREPARE

https://www.cert.govt.nz/it-specialists/critical-controls/10-critical-controls/
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Thank you

https://incidentresponse.co.nz

https://www.linkedin.com/in/campbellmckenzie/ 

LinkedIn Twitter Facebook

https://incidentresponse.co.nz/
https://www.linkedin.com/in/campbellmckenzie
https://www.linkedin.com/company/incidentresponse/
https://twitter.com/IncidentRespNZ/
https://www.facebook.com/incidentresponsesolutions/

